Introduction to Linux

Linux is a clone of the operating system Unix, written from scratch by Linus Torvalds with assistance from a loosely knit team of hackers across the Net. Linux is a freeware (GPL Licensed), from scratch operating system based heavily on the POSIX and UNIX API.

Linux was first developed for 32-bit x86-based PCs (386 or higher). These days it also runs on Compaq Alpha AXP, Sun SPARC and UltraSPARC, Motorola 68000, PowerPC, ARM, Hitachi SuperH, IBM S/390, MIPS, HP PA-RISC, Intel IA-64 and DEC VAX. It has all the features you would expect in a modern fully-fledged Unix, including true multitasking, virtual memory, shared libraries, demand loading, proper memory management, and TCP/IP networking. 

What is Linux Kernel and what is inside it

Linux kernel is the heart of the Linux Operating System and provides for the efficient management of system resources such as CPU, Memory, Devices and Interprocess Communication.

Linux Kernel is different from MAC OS Kernel and Windows NT Kernel MAC OS Kernel and Windows NT Kernel are Micro Kernels. Linux Kernel is monolithic kernel which really is a big C program.

Linux kernel contains:

· System Call interface

· Memory Manager

· File System

· Network support
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Fig. 1 Linux Kernel diagram

Linux process and Tasks

A process could be thought of as a program in action, each process is a separate entity that is running a particular program. If you look at the processes on your Linux system,

 you will see that there are rather a lot. 

Linux operating system must keep a lot of information about the current state of the system. As things happen within the system, these data structures must be changed to reflect the current reality. For example, a new process might be created when a user logs onto the system. The kernel must create a data structure representing the new process and link it with the data structures representing all of the other processes in the system.

Mostly these data structures exist in physical memory and are accessible only by the kernel and its subsystems. Data structures contain data and pointers which are addresses of other data structures or the addresses of routines. Taken all together, the data structures used by the Linux kernel can look very confusing. Actually every data structure has a purpose and some of them are used by several kernel subsystems.

Understanding the Linux kernel hinges on knowing its data structures. Linux uses a number of software engineering techniques to link together its data structures. On a lot of occasions it uses linked or chained data structures. If each data structure describes a single instance or occurrence of something such as a process or a network device, the kernel must be able to find all of the instances. In a linked list a root pointer contains the address of the first data structure in the list and each data structure contains a pointer to the next element in the list. The last element’s next pointer would be 0 or NULL to show that it is the end of the list. In a doubly linked list each element contains not only a pointer to the next element in the list but also a pointer to the previous element in the list. Using doubly linked lists makes it easier to add or remove elements from the middle of list although more memory accesses are needed. 

Linux Scheduler and task queues

Task queues are the kernel’s way of deferring work until later. Linux has a generic mechanism for queuing work on queues and for processing them later. A task queue is a simple data structure. The routine will be called when the element on the task queue is processed and it will be passed a pointer to the data. 

Anything in the kernel such as a device driver can create and use task queues but there are three task queues created and managed by the kernel: 

Timer 

This queue is used to queue work that will be done as soon as the next system clock tick is available. For each clock tick, this queue is checked to see if it contains any entries and if it does, the timer queue bottom half handler is made active. The timer queue bottom half handler is processed, along with all the other bottom half handlers, when the scheduler next runs. This queue should not be confused with system timers, which are a much more sophisticated mechanism. 

Immediate 

This queue is also processed when the scheduler processes the active bottom half handlers. The immediate bottom half handler is not as high in priority as the timer queue bottom half handler. So these tasks will be run later. 

Scheduler 

This task queue is processed directly by the scheduler. It is used to support other task queues in the system. In such case, the task to be run will be a routine that processes a task queue. 

When task queues are processed, the pointer to the first element in the queue is removed from the queue and replaced with a null pointer. In fact, this removal is an atomic operation that cannot be interrupted. Then each element in the queue has its handling routine called in turn. The elements in the queue are often statically allocated data. However there is no inherent mechanism for discarding allocated memory. The task queue processing routine simply moves onto the next element in the list. It is the job of the task itself to ensure that it properly cleans up any allocated kernel memory. 

Memory Management

The memory management subsystem is one of the most important parts of the operating system. Since the early days of computing, there has been a need for more memory than exists physically in a system. Strategies have been developed to overcome this limitation and the most successful of these is virtual memory. Virtual memory makes the system appear to have more memory than it actually has by sharing it between competing processes as they need it. 

Virtual memory does more than just make your computer’s memory goes further. The memory management subsystem provides: 

Large Address Spaces 

The operating system makes the system appear as if it has a larger amount of memory than it actually has. The virtual memory can be many times larger than the physical memory in the system.

Protection 

Each process in the system has its own virtual address space. These virtual address spaces are completely separate from each other and a process running one application cannot affect others. Also, the hardware virtual memory mechanisms allow areas of memory to be protected against writing. This protects code and data from being overwritten by rogue applications. 

Memory Mapping 

Memory mapping is used to map image and data files into a processes address space. In memory mapping, the contents of a file are linked directly into the virtual address space of a process. 

Fair Physical Memory Allocation 

The memory management subsystem allows each running process in the system a fair share of the physical memory of the system.

Shared Virtual Memory 

Although virtual memory allows processes to have separate (virtual) address spaces, there are times when you need processes to share memory. For example there could be several processes in the system running the bash command shell. Rather than have several copies of bash, one in each processes virtual address space, it is better to have only one copy in physical memory and all of the processes running bash share it. Dynamic libraries are another common example of executing code shared between several processes. Shared memory can also be used as an Inter Process Communication (IPC) mechanism.
Inter Process Communication Mechanisms

Processes communicate with each other and with the kernel to coordinate their activities. Linux supports a number of Inter Process Communication (IPC) mechanisms. Signals and pipes are two of them but Linux also supports the System V IPC mechanisms.

Signals

Signals are one of the oldest inter process communication methods used by Unix systems. They are used to signal asynchronous events to one or more processes. A signal could be generated by a keyboard interrupt or an error condition such as the process attempting to access a non-existent location in its virtual memory. Signals are also used by the shells to signal job control commands to their child processes. 

Pipes

The common Linux shells all allow redirection. For example, $ ls | pr | lpr pipes the output from the ls command listing the directory's files into the standard input of the pr command which paginates them. Finally the standard output from the pr command is piped into the standard input of the lpr command which prints the results on the default printer. Pipes tare unidirectional byte streams which connect the standard output from one process into the standard input of another process. Neither process is aware of this redirection and behaves just as it would normally. It is the shell which sets up these temporary pipes between the processes. 

Message Queues

Message queues allow one or more processes to write messages, which will be read by one or more reading processes. Linux maintains a list of message queues, the msgque vector. Each element of msgque vector points to a msqid_ds data structure that fully describes the message queue. When message queues are created, a new msqid_ds data structure is allocated from system memory and inserted into the vector. 

Semaphores

In its simplest form a semaphore is a location in memory whose value can be tested and set by more than one process. The test and set operation is, so far as each process is concerned, uninterruptible or atomic. Once the operation started nothing can stop it. The result of the test and set operation is the addition of the current value of the semaphore. The set value can be positive or negative. Depending on the result of the test and set operation one process may have to sleep until the semaphore’s value is changed by another process. Semaphores can be used to implement critical regions, areas of critical code that only one process at a time should be executing. 

Shared Memory

Shared memory allows one or more processes to communicate via memory that appears in all of their virtual address spaces. The pages of the virtual memory are referenced by page table entries in each of the sharing processes’ page tables. It does not have to be at the same address in all of the processes’ virtual memory. As with all System V IPC objects, access to shared memory areas is controlled via keys and access rights checking. Once the memory is being shared, there are no checks on how the processes are using it. They must rely on other mechanisms such as semaphores to synchronize access to the memory. 

Interrupts concept and Interrupt Handling

Most modern general purpose microprocessors handle the interrupts the same way. When a hardware interrupt occurs, CPU stops executing the instructions that was executing and jumps to a location in memory that either contains the interrupt handling code or an instruction branching to the interrupt handling code. This code usually operates in a special mode for the CPU, interrupt mode, and, normally, no other interrupts can happen in this mode. But some CPUs rank the interrupts in priority and higher level interrupts may happen. This means that the first level interrupt handling code must be very carefully written and it often has its own stack, which it uses to store the CPU’s execution state (all of the CPU's normal registers and context) before it goes off and handles the interrupt. Some CPUs have a special set of registers that only exist in interrupt mode. The interrupt code can use these registers to do most of the context saving it needs to do. 

When the interrupt has been handled, CPU’s state is restored and the interrupt is dismissed. The CPU will then continue to do whatever it was doing before being interrupted. It is important that the interrupt processing code is as efficient as possible. The operating system does not block interrupts too often or for too long. 

One of the principal tasks of Linux’s interrupt handling subsystem is to route the interrupts to the right pieces of interrupt handling code. This code must understand the interrupt topology of the system. Linux uses a set of pointers to data structures containing the addresses of the routines that handle the system’s interrupts. These routines belong to the device drivers for the devices in the system and it is the responsibility of each device driver to request the interrupt that it wants when the driver is initialized. 

When an interrupt happens, Linux must first determine its source by reading the interrupt status register of the system’s programmable interrupt controllers. It then translates that source into an offset of the irq_action vector. If there is not an interrupt handler for the interrupt that occurred, then the Linux kernel will log an error, otherwise it will call into the interrupt handling routines for all of the irqaction data structures for this interrupt source. 

When the device driver’s interrupt handling routine is called by the Linux kernel it must efficiently work out why it is interrupted and how to respond it. To find the cause of the interrupt the device driver would read the status register of the device that is interrupting. The device may be reporting an error or a requested operation has completed. For example the floppy controller may be reporting that it has completed the positioning of the floppy’s read head over the correct sector on the floppy disk. Once the reason for the interrupt has been determined, the device driver may need to do more work. If it does, the Linux kernel has mechanisms that allow it to postpone that work until later. This avoids CPU spending too much time in interrupt mode. 
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