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Windows NT Security

Windows NT is a relatively new Operating System, initially released in the fall of 1992. Two versions were available: Workstation and Server. Workstation was for the desktop and Server was for the network.  The Operating System has since gone through various updates, with version 4.0 the most recent version, was released in 1996. The Operating System, under the ownership of a single company, Microsoft, does not suffer the same level of security issues as other Operating Systems such as UNIX (from Solaris, SunOS, SCO UNIX, etc.). 

It is a common belief that Windows NT 4.0 is inherently a secure operating systems that is better than competing operating systems. But Windows NT has very little security when taken right out of the box. It is important to understand and modify all security options appropriate for your network. Security gaps do occur when administrators do not understand the OS and fail to properly implement NT security options. When an administrator does not sufficiently implement NT's security options, internal and external hackers can get full supervisory permissions to access, delete, write, and execute other user's files. 

Before an administrator attempts to secure a network, he or she must first perform a Security Analysis Risk assessment is the process of finding out what data you have and how important is it to you. In addition to the importance of the data is the amount of damage you will incur if it is lost or compromised. Another part of risk assessment deals with which individuals within your organization will have access to the network. In most businesses or organizations there is a work force of employees, staff, management and officers. Some can be trusted to access all of the network and others do not have the trust level to access any of the network. The administrator must decide who has access and how much access they may have.  Risk assessment also covers hardware and software analysis. Why spend $100,000 or more on your hardware when $10,000 or less will do. If you stand to lose a lot if your hardware fails then by all means you should invest in the best possible protection.  

Vulnerability should be investigated next.  Looking around is the first step in assessing the vulnerability of a network. A cubicle with a logged on computer is a potential security risk, anyone who can get to that computer has instant access to the network.   If your clients and servers are in a an area that is sensitive enough to be secured with locks, then the administrator must be sure that none of the doors are left propped open or unlocked even for a few minutes.  Check the yellow stickies that are stuck to monitors in offices and under keyboards and desktops. These are favorite places for people to hide their passwords.  

The next step of a Security Analysis is implementation.  Implementation involves putting your security plan into effect.  The first part of implementation involves activating the security already included in NT 4.0

· Minimum Password Length is somewhat self-explanatory. You can set the value for the minimum length a password must be here. If you set it to 6, then each user in that domain must choose a password that is at least six characters long. 

· Days until expiration or Maximum password age allows you to set the length of time that will pass before a user has to change their password. In high security areas the maximum password age is set for 7 days or even as low as 1 day. For most people somewhere between 30-90 days will suffice. 

· Account lockout is so you can set the maximum number of retries a person has until that account is locked out. This prevents someone from trying to repeatedly guess a users password. Don't set this number too low. The number of attempts should be set a number that allows user to make mistakes, but prevents password guessing by unauthorized individuals. 

· Password history or Uniqueness prevents the user from choosing the same password over and over. Unless the administrator assigns passwords to the users, do not set this value too high. If the user must always choose a completely new password every 30 days, they will run out of password ideas and users will forget what the password was that they created thus making you have to unlock their account several times a week.

The next step is to implement common security measures.

Common Security Steps:

· Install all service packs, and monitor bug and security updates.

· Require strong passwords (combinations of numbers and letters) and require the passwords to be changed at most every 90 days.

· Limit physical access to the server, anyone with physical access to the server can gain access to all passwords on the network.

· Convert all partitions to NTFS, NT file security only works on NTFS partitions, not the FAT partitions of Windows 95 or 98

· Hide the administrator account by renaming it to something ordinary.  Create a decoy account and name it administrator to trap any person trying to gain access to the network.

· Auditing is essential for detecting and recovering from an intrusion. Further it helps determine who is causing problems in a network.  Audit logs should be reviewed regularly to ferret out suspicious activity.
Less common but very effective security techniques include IP-level security.  IP-level security includes two functional areas: authentication and privacy. Authentication ensures a received packet was indeed transmitted by the source identified in the packet header, and ensures that nothing has altered the packet in transit. Privacy enables communicating nodes to encrypt messages to prevent eavesdropping by third parties. These features are implemented as extension headers that follow the main IP header in a packet.
Proper implementation of Network Security will protect a network from the most common hacker attacks, Denial of Service, Trojan Horse, Ping of Death, and Network Sniffing. 

Denial of Service attacks are aimed at devices and networks with exposure to the Internet. Their goal is to cripple a device or network so that external users no longer have access to your network resources. Without hacking password files or stealing sensitive data, a denial of service hacker uses a program that will generate enough traffic to your site that it denies service to the site's legitimate users. 

Trojan horse attacks are one of the most common and serious threats to computer security A Trojan horse is defined as a "malicious, security-breaking program that is disguised as something else" such as a screen saver, or a game. The most famous Trojan horse was the "Love Bug" in May 2000. If this apparent love letter was opened, it would unleash a number of problems, such as sending itself to everybody on your email address, erasing or modifying your files, and downloading another Trojan horse program designed to steal your passwords. Many Trojan horses also allow hackers to take over your computer and "remote control" it, using your computer to perform dwnial of service attacks like those that disrupted web sites of Yahoo and Amazon.  

Ping of Death exploits a bug in TCP/IP. The Ping of Death uses a ping utility to create an IP packet that exceeds the maximum 65,536 bytes of data allowed by the IP specification. The oversize packet is then sent to an unsuspecting system. Systems may crash, hang, or reboot when they receive a Ping of Death packet.

A Network Sniffer is a device that makes it is possible to read data, such as e-mail and passwords as they travel across the network. Most of the information moving within networks is not encrypted and can be read by anyone with a sniffer. Even many passwords are sent in the clear.

As time goes on, hacking has compromised Windows NT Security more and more.  Some recent hacking events include:
· ESPN Net and NBA Hacked 2,397 Credit Card Numbers Stolen, the hackers sent e-mails to victims

· Popular Site “Yahoo” Attacked and a fake virus scare is sent to yahoo users.

· US Government Under Siege

· CIA renamed “Central Unintelligence Agency”

· Department of Justice attacked by Swedish Hacking Association

· Department of Defense Attacked 250,000/year, 160,000 attempts are successful
Despite implementing a good security policy, a Windows NT network may still be successfully hacked.  If a network is hacked, the administrator should report it to the Computer Emergency Response Team (CERT). Funded by the Defense Advanced Research Projects Agency, CERT is the central security clearinghouse on the Internet. It accepts reports of intrusions, investigates them, and publishes advisories at regular intervals that recommend security countermeasures. During 1995, CERT documented more than 2,400 computer-security incidents, including over 700 confirmed break-ins.

Conclusion

Although there are some insecurities in Windows NT, it is relatively easy to make a Windows NT network difficult to penetrate.  It is important to remember that Windows NT is not secure by default and that over time as users make their system more convenient to use, they also have a tendency to make NT less secure.  Also an administrator must institute all publicly released bug fixes, because once a bug fix is released, the security hole that it fixes is made known to every hacker.
Windows NT Security Sources

Web Sites:
· Microsoft's Security Information -- http://www.microsoft.com/security/
· NT Security -- http://www.ntsecurity.net/
· ISS' X-Force Security Vulnerability Database -- http://www.iss.net/xforce/
· L0pht Heavy Industries -- http://www.l0pht.com/
· Avian Research -- http://www.avian.org/
· Trusted Systems – http://www.trustedsystems.com/
· NTBugtraq’s web site – http://www.ntbugtraq.ntadvice.com/
· NT Security Research Lab – http://www.clark.net/pub/kts/
Books:
· Steve Sutton, “Windows NT Security Guidelines, a study for NSA Research”, available for download from: http://www.trustedsystems.com/NSAGuide.htm
· Mark Joseph Edwards, “Internet Security with Windows NT”, November 1997, 29th Street Press

Articles:
· Mark Minasi, "Windows NT Security Part 1", Windows NT Magazine 

· Mark Minasi, "Windows NT Security Part 2", Windows NT Magazine 

· Mark Joseph Edwards, "16 Steps to Building a Secure Web Server", Windows NT Magazine, September 1998

· R. Franklin Smith, “NT’s Top Security Problems”, Windows NT Magazine

· Sean Daily, “NT Server Security Checklist, Part 2”, Windows NT Magazine

Tools:
· L0pht, L0phtcrack 2.0, available online at http://www.l0pht.com/l0phtcrack/
· Jeremy Allison, PWDump, available online at http://www.l0pht.com/l0phtcrack/
· MWC Inc., RedButton, available online at http://www.ntsecurity.com/RedButton/
· Network Associates, Inc., CyberCop Scanner, available online at http://www.nai.com/
Mailing Lists:

· NT BugTraq, online at http://www.ntbugtraq.com/
· NT Security, online at http://ntsecurity.ntadvice.com/
· ISS' NT Security, online at http://www.iss.net/
· BugTraq, online at http://www.geek-girl.com/bugtraq/
