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Abstract

Computers are an integral part of everyday operations. Organizations depend on them. A computer system failure will have a critical impact on the organization. Potential vulnerabilities in a computer system that could undermine operations must be minimized or eliminated. Security concerns have heightened in recent years. It’s not enough anymore to understand the use of passwords and how to set file permissions. To protect computer systems and the information that resides on and moves through the computer systems, the security infrastructure provided by the network operating system plays an important role. The operating system, Microsoft Windows 2000, the successor to Microsoft Windows NT, is sure to be a core technology in the fabric of enterprise computing around the world. For this reason, the Kerberos security available in Windows 2000 will be discussed.

In this project, the basic security concepts and Kerberos standard will be introduced first. A good knowledge of these subjects helps to understand the Windows 2000 implementation of the Kerberos. Following the introduction, the details of how Kerberos works in Windows 2000 will be explained extensively. Finally, the Kerberos benefits for Windows 2000 will be discussed briefly.

Content

Computer security involves three basic concepts, authentication, authorization and auditing. Authentication is the capability of one entity to prove its identity to another entity. The entity would be a person, a computer, or whatever. Authorization is the process of discovering whether you have the right or permissions to do what you have asked to do. Auditing is the process of checking to see whether something has been done the way it is supposed to have been done. As an authentication protocol, Kerberos was developed by engineers working on Project Athena at MIT in 1980’s. Although no system can guarantee against every possible form of attack, the MIT scientists developed Kerberos with many attack scenarios in mind. In addition, it has been through several development and testing cycles and is used worldwide. It is considered by most to be a very good, strong authentication protocol. The first public release of the protocol was Kerberos version 4. Following wide industry review of the protocol, its authors developed and released Kerberos version 5. That version is now on a standards track with the IETF. 

Kerberos Basics

The following section will present an explanation of the Kerberos algorithms which helps understand our later discussion of Microsoft’s implementation of the Kerberos standard.

Kerberos has three basic functions or, in the terms of its RFC, three message exchanges.

The functions are called message exchanges because they consist of at least two

messages: a request and a reply. The message exchanges are

•
The Authentication Service Exchange

•
The Ticket-Granting Service Exchange

•
The Client/Server Authentication Exchange

Numerous error messages exist as well.

These messages allow secure authentication of clients and servers on an open net​work. The basic steps are outlined in the following list and are illustrated in Figure 1.
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Before any activity can occur, the client must request authentication. 

1.
The user Alice logs on by entering a user ID and a password.

2.
The Kerberos client software prepares a message by combining this information

(the password is never sent in cleartext across the network) with details about

the client and the Kerberos server(s). The message is sent to the Kerberos

Authentication Server (AS). This message is the KRB_AS_REQ, the Kerberos

Authentication Server Request message of the Authentication Service Exchange.

3. The Kerberos Authentication Server looks up the client in its database, the Kerberos Key Distribution Center (KDC). The AS uses this information, as well as information in the message, to determine how it should respond.

4.
If everything is okay, the Kerberos server prepares a response (the Kerberos Authentication Server Reply, or KRB_AS_REP) that includes a ticket and returns it to the client. In the standard, the ticket is either one that is useful for accessing an application server or one that can be used with a Ticket-Granting Server (TGS) to obtain a ticket to be used with the application server. The type of ticket returned depends on the implementation of the protocol and possibly the request made by the client. The difference in the tickets is in how they are used, how they are identified, and how they are encrypted. In the figure, the ticket is represented by a Ticket-Granting Ticket (TGT) accompanying the reply sent back to the client.

The reply data includes a ticket and some additional information. Part of the reply (the ticket) is encrypted using the key of the server to which it will be presented, and part of the response is encrypted using the client’s key. The client can use the ticket and cache it for the user later or can cache it at this time.
Getting a Ticket to Ride: The Ticket-Granting Service Exchange

If the ticket returned is a TGT, then other steps must be taken for Alice to complete her logon and work with resources on the network. (Note that if the ticket returned can be used to access a resource directly, the Ticket-Granting Service Exchange step is not necessary. Instead, Alice’s Kerberos client can skip to the Client/Server Authentication Exchange as explained in the next section.)

5. Alice attempts to access a file or another resource on the network.

6.
The Kerberos client submits the previously cached ticket to a TGS along with a request for a ticket to connect to the server that holds the file. This message is the KRB_TGSREQ, the Kerberos Ticket-Granting Service Request.

7.
The TGS can decrypt the ticket provided by the client because it is encrypted using its key. It validates the information and, if the requested server is in its realm, provides a ticket to access the server in a KRB_TGS_REP (Kerberos Ticket-Granting Service Reply).

Accessing a Resource: The Client/Server Authentication Exchange

The whole purpose here is to allow properly authorized access to resources. That process, however, first requires proof that Alice has the right to access the network, and then to pass those credentials on to the file server.

8.
Finally, with the appropriate ticket in hand, (included in the Kerberos Client/Server Request, or KRB_AP_REQ), the client heads for the file server.

9. After validating the ticket, the file server allows the connection. It can decrypt the ticket because the ticket has been encrypted with its key.

Kerberos Components 

In the Kerberos Realm (a logical collection of Kerberos servers and clients), TGSs and Authentication Servers can access the Kerberos database through the KDC to find keys of application servers. Certain application servers require special tickets before they’ll consider a conversation with clients. Clients know their own key. They have either a hard-coded reference to the location of the Authentication Server or some methodology for finding out (for example, Windows 2000 Kerberos uses DNS service records).

Many Kerberos components already have been described in action; for clarity, all components are briefly defined in the following list:

•
Authentication Server (AS). A server used to provide authentication of Kerberos clients.

•
Authenticator. The client must provide a new authenticator for each message request it issues. The authenticator contains information that can be used to verify that the response comes from a valid server in the realm and to prove to the server that the client knows the session key. The authenticator includes the client’s current time and is encrypted by the client using the session key. Remember, the ticket can be reused; the authenticator cannot. More informa​tion on the makeup of the authenticator and how it is used is provided in the section “The Authenticator” later in this chapter.

•
Kerberos Administration Server (KADM). The server used to administer the KDC and its database. The KADM and the KDC (and database) can exist on the same system, but it is not necessary that they do so. The KADM is used to add, delete, and change principal information and to set configuration parameters.

•
Kerberos policy. How configuration parameters are set—and whether certain activities are allowed—is considered to be the Kerberos policy for the realm. RFC 1510 recommends the following policy settings:

•
Minimum lifetime (5 minutes)

•
Maximum renewable lifetime (1 week)

•
Maximum ticket lifetime (1 day)

• Empty client address field (only if authorization data is restrictive)

•
PROXIABLE and other flags (allow)

•
Kerberos ticket. A data structure that includes client credentials and session keys. It is used to authenticate the client to the resource servers or to the TGT. In this way, the user (principal) does not have to enter his or her ID or password again. 

Table 1: Fields of a Ticket

	Field Name
	Description

	The first three fields in a ticket are not encrypted. The information is in plaintext so that the client can use it to manage tickets in its cache.

	tkt-vno
	Version number of the ticket format. In Kerberos v.5 it is 5.

	Realm
	Name of the realm (domain) that issued the ticket. A KDC can issue tickets only for servers in its own realm, so this is also the name of the server’s realm.

	Sname
	Name of the server.

	The remaining fields are encrypted with the server’s secret key.

	Flags
	Ticket options.

	Key
	Session key.

	Crealm
	Name of the client’s realm (domain).

	Cname
	Client’s name.

	Transited
	Lists the Kerberos realms that took part in authenticating the client to whom the ticket was issued.

	Authtime
	Time of initial authentication by the client. The KDC places a timestamp in this field when it issues a TGT. When it issues tickets based on a TGT, the KDC copies the authtime of the TGT to the authtime of the ticket.

	Starttime
	Time after which the ticket is valid.

	Endtime
	Ticket’s expiration time.

	renew-till
	(Optional) Maximum endtime that may be set in a ticket with a RENEWABLE flag.

	Caddr
	(Optional) One or more addresses from which the ticket can be used. If omitted, the ticket can be used from any address.

	Authorization-data
	(Optional) Privilege attributes for the client. Kerberos does not interpret the contents of this field. Interpretation is left up to the service.


•
Key Distribution Center (KDC). The Kerberos service that manages the key database. This database contains the user and server identification information, passwords, and other items. A record for each principal includes the following:

•
The principal’s identifier

•
The principal’s secret key

•
The principal’s key version

•
The maximum lifetime for tickets

•
The maximum total lifetime for renewable tickets

•
The expiration date

•
Possible additional attributes

•
The time stamp of the latest modification

The specification calls for encoding of the principal identifier and allows for encryption of the principal’s secret key by a Kerberos master key. If a master key is used, a field in each record indicates which version of this master key was used to encrypt the principal’s secret key.

A record for every server in the realm is included in the database. These servers may be Kerberos Authentication Servers, administrative servers, Ticket-Granting Servers, or application servers (sometimes referred to as resource or service servers).

•
Message exchange. As previously described, several Kerberos subprotocols or message exchanges dictate the exchanges between clients and servers and between servers and servers.

•
Message reply. Each message exchange has a portion that describes the processing of the answer.

•
Message request. Each message exchange has a portion that describes the request made and its processing.

•
Principals. Users and servers.

•
Realm. A logical collection of Kerberos clients and servers. The realm name is used by the client and server to identify the locations of the resources.

•
Session key. A randomly generated, unique key used to encrypt parts of the message and to carry on encrypted conversations. The session key is generated by the Authentication Server and is provided to the client in the encrypted part of the response. It is provided to the destination server in the encrypted part of the ticket.

•
Ticket-Granting Server (TGS). A Kerberos server that can validate a TGT and can provide tickets allowing access to resource or application servers.

Kerberos in Windows 2000

In this section, we will discuss the Windows 2000 implementation of the three Kerberos protocols, the backbone of the Kerberos implementation (that is the Active Directory) and the benefits of Kerberos for Windows 2000. 

Kerberos is divided into three protocols: the Authentication Service (AS) Exchange, the Ticket-Granting Service (TGS) Exchange, and the Client/Server (CS) Exchange. The next sections follow the Windows 2000 implementation of these protocols as Alice. a fictional user, logs on.

Authentication Step 1: Obtaining a Logon Session Key

Figure 2 illustrates the process in the following list.

1.
Alice enters her user ID and password.

2.
The Kerberos client on Alice’s Windows 2000 Professional computer converts the password to a cryptographic key using a one-way hashing function. (The Kerberos standard is DES-CBC-MD5, and it is used by Windows 2000 as DES-CBC-CRC.) The key produced is known as Alice’s long-term key. The client stores this key in its credentials cache. (This process only takes place at the logon for this session.)

3.
Windows 2000 uses DNS Lookup to locate the nearest available domain controller. This domain controller will serve as Alice’s preferred KDC during this logon session.

4. The client contacts the KDC to ask for a session key to be used for authentica​tion during this logon session. The client uses the Kerberos Authentication Service Request (KRB_AS_REQ) message. It includes Alice’s user ID, the name of the service (the TGS), and preauthentication data that proves Alice knows the password. This is a time stamp encrypted with Alice’s long-term key.

5. The domain KDC receives the request and looks up Alice in its database. It gets her long-term key, decrypts the authentication data, and evaluates it.

6. After validating Alice’s identity the KDC creates a session key and encrypts the server copy of the session key in its long-term key and the client copy of the session key with Alice’s long-term key. Both keys are available in the KDC data​base in the AD. (If the client key is not available, the process ends here.)

7. The KDC sends a Ticket Granting Ticket (TGT) and the client-key-encrypted session key to the client in a KRB_AS_REP message. The TGT includes a copy of both (encrypted) session keys and information about the client. The TGT is encrypted with the server’s key. Note that only the client can decrypt its copy of the session key, and only the server can decrypt the TGT to read its contents. The server does not retain a copy of the session key.
8. The client receives the TGT and the session key. The client uses its cached copy of its long-term key to decrypt its copy of the session key. This session key is now known as the logon session key. The logon session key and the TGT are cached in the Kerberos credentials cache (in volatile memory, not on disk). The client can discard its copy of its long-term key because it is no longer necessary. (All the rest of its exchanges with the KDC can use the logon session key.)
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Figure 2. Authentication step 1: obtaining a logon session key.

Authentication Step 2: The TGS Exchange—Getting a Ticket for a Particular Server
After the client has preauthenticated and received a TGT, it is ready to request access to resources. During logon, the resource required is the desktop. The process that fol​lows is the same whether Alice’s system is attempting to display the desktop on her machine or is responding to a request for file resources on a remote server. Figure 3 illustrates the process in the following list.




Figure 3. Authentication step 2: the TGS exchange

1.
 Alice wants to read a file on the SEASCAPE server. She needs access to SEASCAPE’S server service. The Kerberos client checks its credentials cache for a session ticket to that service.

2.
 If the client does not find one, it checks for a TGT.

3.
 If it finds a TGT, it retrieves the logon session key from the cache and uses this to prepare the Authenticator. The Authenticator is a copy of the current client time. The client encrypts the Authenticator with its copy of the logon session key.

4.
 The client then sends the KDC its credentials: the ticket (still encrypted with the server’s key), its name, its Authenticator, and a request for a session ticket for the SEASCAPE server service (KRB_TGS_REQ).

5.
 The KDC decrypts the session ticket (TGT) with its long—term key, extracts the logon session key, and uses this key to decrypt and validate the client’s Authenticator.

6.
 If the Authenticator is validated, the server has verified that the credentials were issued by the KDC. It extracts Alice’s data from the TGT and invents a session key for the client and the requested service to share.

7.
 The KDC encrypts one copy of the session key with the client’s logon session key. It embeds this and another copy of the session key in a ticket and encrypts this with the service (SEASCAPE) server’s long-term key.

8.
 The KDC returns this service ticket and the copy of the session key encrypted with the client logon key to the client (KRB_TGS_REP).

9.
 The client uses its logon session key to decrypt the session key to use with the service and stores the ticket and the session key in its credentials cache.

10.If the client has asked for mutual authentication, the server encrypts the time-stamp from the client’s Authenticator with the session key and returns it to the client as the server Authenticator.

Authentication Step 3: Using the Session Ticket for Admission—The CS Exchange

Finally, the client uses the session ticket to access the resource. Figure 4 illustrates the following list.

1. The client requests service from the server by sending a Kerberos Application Request (KRB_AP_REQ) to the server. It contains an Authenticator encrypted with the session key for the service, the session ticket for the server, and a flag indicating whether mutual authentication is desired. The use of this flag is an option in the Kerberos configuration; Alice will never be asked.

2. The service receives the request, decrypts the ticket, and extracts the user authorization data and the session key. The session key is used to decrypt the Authenticator and then the Authenticator is evaluated.
3.
If it is validated, the mutual authentication flag is checked. If set, the service uses the session key to encrypt the time from the client Authenticator and returns this in a Kerberos Application Reply (KRBAP_REP).

4.
 If the client receives a KRB_APREP, it uses the session key to decrypt the  Authenticator and to validate it by comparing the timestamp with the one it sent.



Figure 4. Authentication step 3: the CS exchange

The Role of the Active Directory (AD)

The Kerberos Key Distribution Center (KDC) is implemented as a domain service. It is a process that includes two services: the Authentication Service (AS) and the Ticket-Granting Service (TGS). The AD is used as the account database. The Kerberos realm in Windows 2000 is the domain. Each domain server has a KDC; therefore, any domain controller can accept authentication requests and ticket-granting requests addressed to the domain KDC. The KDC runs in the process space of the Local Security Authority (LSA). Ticket-Granting Tickets (TGTs) are issued to authenticated security principals (that is, users, machines, and services).

The structure of the AD is the backbone on which Kerberos is implemented. Remember that domains are security boundaries and have their own policies but have two-way, transitive trusts with other domains in their own forest. The transitive nature of Kerberos trusts makes it unnecessary to create any other trusts.

Because each domain controller has a writable copy of the directory, changes made to one replica of the directory are propagated to the others. Knowledge of the new trust is thus passed along (as are new accounts, passwords, and so on) This is multimas​ter replication over a secure channel that has been established between replication partners. Windows 2000 does not implement the Kerberos replication protocol; it uses its own replication process.

Benefits of Kerberos Authentication in Windows 2000

The Kerberos protocol is more flexible and efficient than Windows NT LAN Manager (NTLM), and more secure. The benefits gained by using Kerberos authentication are:

· More efficient authentication to servers. With NTLM authentication, an application server must connect to a domain controller in order to authenticate each client. With Kerberos authentication, the server does not need to go to a domain controller. It can authenticate the client by examining credentials presented by the client. Clients can obtain credentials for a particular server once and reuse them throughout a network logon session.

· Mutual authentication. NTLM allows servers to verify the identities of their clients. It does not allow clients to verify a server’s identity, or one server to verify the identity of another. NTLM authentication was designed for a network environment in which servers were assumed to be genuine. The Kerberos protocol makes no such assumption. Parties at both ends of a network connection can know that the party on the other end is who it claims to be.

· Delegated authentication. Windows services impersonate clients when accessing resources on their behalf. In many cases, a service can complete its work for the client by accessing resources on the local computer. Both NTLM and Kerberos provide the information that a service needs to impersonate its client locally. However, some distributed applications are designed so that a front-end service must impersonate clients when connecting to back-end services on other computers. The Kerberos protocol has a proxy mechanism that allows a service to impersonate its client when connecting to other services. No equivalent is available with NTLM.

· Simplified trust management. One of the benefits of the Kerberos protocol is that trust between the security authorities for Windows 2000 domains is by default two-way and transitive. Networks with multiple domains no longer require a complex web of explicit, point-to-point trust relationships. Instead, the many domains of a large network can be organized in a tree of transitive, mutual trust. Credentials issued by the security authority for any domain are accepted everywhere in the tree. If the network includes more than one tree, credentials issued by a domain in any tree are accepted throughout the forest.

· Interoperability. Microsoft’s implementation of the Kerberos protocol is based on standards-track specifications recommended to the Internet Engineering Task Force (IETF). As a result, the implementation of the protocol in Windows 2000 lays a foundation for interoperability with other networks where Kerberos version 5 is used for authentication.

Nowadays, many companies have diverse collections of technologies that must work together. Windows 2000 security services are built on open standards that provide powerful interfaces for application integration and for interoperability with a wide variety of applications and platforms. For example, native support for standard PKI and Kerberos enables cross-platform single-sign on across the enterprise.

Consider a company that has an existing "Kerberized" database application running on a UNIX server. The company wants to securely expose the application to a partner over an extranet as illustrated in Figure 5 below.


Figure 5. Cross Platform Interoperability Using Kerberos.

The partner connects over the Internet and requests a URL that is part of the database application. The partner uses a standard Web browser and connects via an SSL or TLS session to an Internet Information Server (IIS) running on a Windows 2000 machine. The first step is authentication of identity using SSL or TLS authentication. IIS will confirm the user identity in Active Directory. Next, Windows 2000 Server will look up the user in Active Directory.

If the user's account is found, a credentials package will be assembled and a Kerberos ticket will be granted to the IIS server on behalf of the user. We are now using Kerberos. Next, the server impersonates the partner and requests access to the database application by passing identity information in the Kerberos ticket. Finally, the database server will verify the identity information in the Kerberos ticket and determine if it should grant or deny access. This is a standard request/response process for a "Kerberized" application.

This example assumes a well-established Kerberos environment that a customer wants to maintain. Alternatively, Windows 2000 can register foreign services. With an account in Active Directory, the database application can take part in the Windows 2000 authorization model. It appears the same as any other Windows-based resource - eliminating the need for maintenance of a user database on both platforms.

In this way, Windows 2000 provides flexible authentication for intranets and extranets, and interoperates with existing systems. Deploying extranets is faster and easier because special-purpose/add-on security infrastructures are unnecessary. There is no need for specialized client plug-ins and directory services that add management complexity. You can extend existing technologies to the Internet and e-commerce, using a powerful and consistent management and security model. This combination of open standards support, flexibility and manageability makes Windows 2000 the ideal platform for extending your enterprise to your partners, suppliers and customers.
Conclusion

The implementation of the Kerberos version 5 authentication protocol in Windows 2000 provides a foundation for interoperability while enhancing the security of enterprise-wide network authentication.
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