Microsoft Windows NT – The Foundation
This paper explains the primary design goals of Microsoft Windows NT – robustness, extensibility and maintainability – and explains how these attributes informed and directed each aspect of the initial system design and its development over the last several years. Windows NT was designed to provide a solid foundation for future development efforts by Microsoft and the larger development community. This paper describes the original design process, provides a high-level overview of the architecture, and concludes with a real-world example of the coding standards implemented and maintained by the Windows NT design team.

The Design Goals

Based on market requirements and Microsoft’s development strategy, the original Microsoft NT design team established the a set of prioritized goals. Note that from the outset, the priority design objectives of Windows NT were robustness and extensibility:

1. Robustness. The operating system must actively protect itself from internal malfunction and external damage (whether accidental or deliberate), and must respond predictably to software and hardware errors. The system must be straightforward in its architecture and coding practices, and interfaces and behavior must be well-specified. 

2. Extensibility and maintainability. Windows NT must be designed with the future in mind. It must grow to meet the future needs of original equipment manufacturers (OEMs) and of Microsoft. And the system must be designed for maintainability—it must accommodate changes and additions to the API sets it supports and the APIs should not employ flags or other devices that drastically alter their functionality. 

3. Portability. The system architecture must be able to function on a number of platforms with minimal re-coding. 

4. Performance. Algorithms and data structures that lead to a high level of performance and that provide the flexibility needed to achieve our other goals must be incorporated into the design. 

5. POSIX compliance and government certifiable C2 security. The POSIX standard calls for operating system vendors to implement UNIX-style interfaces so that applications can be moved easily from one system to another. U.S. government security guidelines specify certain protections such as auditing capabilities, access detection, per-user resource quotas, and resource protection. Inclusion of these features would allow Windows NT to be used in government operations.

Design Alternatives 

With its primary goals in mind, the development team investigated several alternatives during the design phase. 

The first design layered the POSIX API set over a slightly extended OS/2 API set. (Originally, the operating system was to have an OS/2-style user interface and was to provide the OS/2 API as its primary programming interface. However, due largely to the greater popularity of Microsoft Windows, Microsoft refocused its strategy and developed the Win32 API, a 32-bit programming interface for development of next-generation applications.) As the design progressed, it became clear that it would result in a system that would not be robust, easily maintained, or extensible. A similar attempt during the development of OS/2 led to considerable change in the base system capabilities, which further strengthened the team’s conclusion that this was a poor alternative.

The next design implemented both OS/2 and POSIX API sets directly in the Windows NT executive. This was an improvement on the previous design, but the large number of oddly structured and tricky interfaces required by this design threatened the goals of extensibility and maintainability.

The third design implemented OS/2 and POSIX as protected subsystems outside the Windows NT executive. This type of client/server architecture had been successful in the academic community and at other research sites, largely because it decoupled the more volatile services from the operating system kernel—thus preserving the integrity of the operating system while allowing system services to grow and change as necessary. After analysis and an extended mock up and test cycle, it became clear that this design would provide the robustness, extensibility, maintainability, portability, and performance that the new operating system required. 

The next section of this document provides an overview of Windows NT architecture, particularly as it relates to the crucial design goals of system robustness and maintainability over time.

The Windows NT system design consists of a highly functional executive, which runs in privileged processor (or kernel) mode and provides system services and internal processes, and a set of nonprivileged servers called protected subsystems, which run in nonprivileged (or user) mode outside of the executive. Note that the executive provides the only entry point into the system—there are no back door entry points that could compromise security or damage the system in any way.

A protected subsystem executes in user mode as a regular (native) process. The subsystem may have extended privileges as compared to an application, but it is not considered a part of the executive and, therefore, cannot bypass the system security architecture or corrupt the system in any other way. Subsystems communicate with their clients and each other using high-performance local procedure calls, or LPCs.

The NT executive includes a set of system service components—the Object Manager, the Security Reference Monitor, the Process Manager, and so forth—which are exposed through a set of API-like system services. While the executive performs some internal routines, it is primarily responsible for taking an existing process thread from a requesting subsystem or application, validating that the thread should be processed, executing it, and then returning control of the thread to the requestor.

Maintainability and Extensibility Over Time

The following efforts ensure that Windows NT meets its goals of maintainability and extensibility:

· The original developers of Windows NT designed the system to be simple and provided extensive code documentation. This, coupled with a common coding standard used throughout the system, has enabled subsequent programmers to work on any piece of the system without having to consult a system expert to learn about hidden rules, side effects, magical programming tricks, or Windows NT folklore. The code is straightforward—as is the documentation. 

· By using subsystems to implement major portions of the system, Windows NT isolates and controls dependencies. For example, the only piece of the system affected by a change to the POSIX standard is the POSIX subsystem. The design of the process structure, memory management, synchronization primitives, and so on, are not affected. 

The Windows NT design accommodates change and growth. Subsystems that provide additional functionality can be added to the system without impacting the base system. New subsystems can be added without modifications to the Windows NT executive; for example, new subsystems can be added to allow limited support for operating system environments other than the Microsoft-provided MS DOS, OS/2, Win32, and POSIX environments. Moreover, the executive itself is modular in design—because its components are independent from each other and interact in predictable ways, and because the interfaces between these components are so carefully controlled, it is possible to replace

· a component without adversely impacting the system. If the new version implements all of the system services and internal interfaces correctly, the operating system will function as before. 

· Perhaps most importantly, all subsystems can be coded to take advantage of the security features provided in Windows NT. 

The following illustrates the basic architecture of the operating system through version 3.51 (note that only a few of the subsystems are illustrated).

In Windows NT 4.0, much of the Win32 graphical user interface (GUI) subsystem—the Window Manager, Graphics Device Interface (GDI), and related graphics drivers—were moved from a body of code that executed in the csrss.exe subsystem process to a kernel mode device driver (win32k.sys).. The console, shutdown, and hard error handling portions remain in user mode. This change significantly improves system performance while decreasing memory requirements, and has no impact on application developers. Applications now access the GUI implementation subsystems just as they access other system services, such as I/O and memory management. This change only serves to demonstrate the maintainability and flexibility of the Windows NT modular design.

Built-in Robustness

Windows NT meets its primary goal of robustness as follows:

· The kernel mode portion of the system exports well-defined APIs that, in general, do not have mode parameters or other magic flags. Therefore, the APIs are simple to implement, easy to test, and easy to document. 

· A formal design document was produced for all portions of the Windows NT system prior to coding. This effort led to well-documented interfaces for native services and internal functions. 

· The partitioning of major components, such as Win32, OS/2, and POSIX, into separate subsystems resulted in a simple, elegant designs for these subsystems. Each subsystem implements only those features needed to provide its API set. 

The prevalent use of frame-based exception handlers (exception handlers associated with a particular procedure or part of a procedure) allows Windows NT and its subsystems to catch programming errors and filter bad or

· inaccessible parameters in an efficient and reliable manner. 

The division of the operating system into kernel-mode system services and subsystems adds a layer of validation to ensure that poorly behaved applications can’t crash the operating system.

The next section of this document describes the argument probing and capture requirements to which all system services must adhere. The requirements described here are part of a living document that has existed since the project began in 1989, and serve to illustrate Microsoft’s longstanding commitment to robustness and maintainability in the Windows NT code base.

System Service Operation

System service operation should occur as described in the following paragraphs.

When a system service is called, the trap handler gets control, saves state, and transfers control to the system service dispatcher. The system service dispatcher determines which system service is being called, and obtains the address of the appropriate function and the number of in-memory arguments from a dispatch table. 

If the previous processor mode is user and there is one or more in-memory arguments, the in-memory argument list is probed and copied to the kernel stack. 

· If an access violation occurs during the copy, the system service finishes with a status of “Access Violation.” 

· If an access violation does not occur, the pointer to the in-memory argument list is changed to point to the copy of the arguments on the kernel stack. 

The system service dispatcher sets up a catch-all condition handler and then calls the system service function.

The system service establishes an exception handler. This handler should handle any access violation that may occur as argument pointers are de-referenced to read or write actual argument values. 

The system service obtains the previous processor mode. 

· If the previous mode was kernel, there is no need to probe any arguments. The executive does not call one of its own services and provide bad arguments.

· If the previous mode was user, any argument values that are read or written by de-referencing a pointer must be probed for accessibility. To probe a pointer, the service first ensures that the address of the variable is within the user's address space, and then reads or writes the variable as appropriate. The code that actually probes pointer-related arguments does not set up a condition handler. It merely does a boundary check and then reads or writes the indicated location. If the boundary check fails or if the memory is inaccessible, an access violation occurs. (Note that probes are not expensive in terms of system resources.)

How to Management Windows NT 
Windows NT workstation offers platform stability. The operating system runs on two rings of the Intel chip called Kernel mode and User mode. In Kernel mode only the operating system itself is allowed to run. In this mode direct access to the hardware is allowed, and the failure of a software component in Kernel mode can cause the system to crash. Clearly the less code there is running in Kernel mode more robust the operating system is going to be to failure. Operating systems with the minimum amount of code running in the Kernel are called micro kernel operating systems. Whilst these are very robust they are also very slow. Every change from User mode to Kernel mode requires a processor switch which is CPU intensive. 


Microsoft NT uses a modified micro kernel, or macro kernel. This means some parts of the operating system run in the kernel to benefit from the speed improvements gained from running in ring 0, whilst accepting the risks involved if these components fail. One of the big changes from NT 3.51 to NT 4.0 was the decision to allow the graphics subsystem to run in the Kernel. This meant the display runs a lot faster, fast enough even for games, yet the drivers for the screen, if badly written can crash NT. It has been argued that if the screen crashes is their any advantage to having the subsystem continue to run unaffected, in the case of a desktop, probably not. But in the case of NT server it may have been considered acceptable to allow network users to continue using the OS until the end of the day even thought the display had crashed. It is worth noting that drivers for other devices such as network cards have always run in the Kernel, so there are key components of the operating system running in privileged mode that were not written by Microsoft. In the case of crashes on you NT machine try removing these third party drivers. 

NT Workstation also offers user level security. A database of accounts information is stored on the machine with user and password information for all clients. This database is implemented through a mandatory logon which means you cannot gain access to NT without supplying a good username and password. Another great design feature of NT from its conception was the implementation of a hardware abstraction layer. The HAL allows the operating system to make low level calls without reference to the underlying hardware. In practice this means a hardware manufacturer could modify the HAL to allow NT to work on a modified system. 

Windows 95
 Low hardware requirements (4MB Ram minimum) 
Maximum compatibility with legacy hardware 
Maximum compatibility with legacy software
Share level security, security implemented on the use of a resource.

Windows NT Workstation
Higher hardware requirements (12 MB Ram minimum) 
Operating system more reliable does not allow direct access to hardware for software or device drivers. 
Less compatibility with older software and hardware 
Ideal for small workgroups 
No centralized administration of accounts resources 
User level security as well as share level 
10 user connections maximum

Windows NT Server
Higher hardware requirements 16MB Ram 
Operating system more reliable, does not allow direct access to hardware for software or device drivers. 
Less compatibility with older software and hardware 
Allows centralized administration of accounts databases through domain structures 
Very scalable supporting hundreds of users connections 
Accounts databases of around 40,000 users per domain 
More robust through RAID support 
Platform supports Microsoft BackOffice family 


NT Server Roles
An NT server can be installed in one of three roles in a network. 

· Primary Domain Controller 

· Backup Domain Controller 

· Member Server 

A Windows NT Workstation cannot be installed in any other role than that of the workstation. 

Primary Domain Controller
A Primary domain controller exists for the centralization of accounts on the network. The PDC contains all the accounts information for the domain, this means that when a machine has been configured to take part in the domain operation the accounts are stored on the PDC. Any change to username information or password information gets updated on the PDC. Each NT machine retains its local account database but generally most machines would make little use of this local accounts database, instead choosing to be validated against the domain database. The advantages of configuring a domain compared to a workgroup is discussed elsewhere in this training guide. 

There can only be one PDC in a domain, this domain controller should be dedicated to role of PDC in a large network, however account validation could still create a large burden on the machine particularly when all the users are logging into the domain at peak periods. For the reason it is possible to configure other NT machines as Backup Domain Controllers 

Backup Domain Controller
Backup domain controllers allow user authentication. The backup domain controller actually has exactly the same accounts database as the Primary Domain Controller. No accounts can be added to the BDC as they would get overwritten the next time the PDC indicates that a domain synchronization is required. During domain synchronization the accounts database of the PDC is replicated to BDCs. 

Backup domain controllers also provide a degree of fault tolerance. If the PDC fails then account authentication can continue against the BDC. If account information needs to be changed, new accounts added or passwords changed, then this is not possible with the PDC offline. 

If the requirement to change accounts information is pressing then a BDC can be promoted to a PDC. The preferred way to do this is to promote a machine from BDC to PDC before the PDC is to be switched off. This way the existing PDC will ensure synchronization of the accounts information will occur before it gets demoted. 

NT Member server
The NT Member server is a machine that can either act as a standalone machine or partake in a domain structure, however it will never have the domain account information stored on it. 

Configuring NT roles
The roles of servers in NT cannot be changed after the machine has been installed with the exception of PDC-BDC changes. If a machine has been installed as a domain controller it cannot be changed to a member server. 

Importantly if a machine has been configured as a domain controller of one domain it cannot be moved to another domain without completely reinstalling the NT software. This does not apply to Member servers which can move from one domain to another freely. 

It is important to understand that an NT machine which is intended to be configured as a BDC must be installed with a connection to the PDC that it is going to ultimately work with. It is not possible to configure a BDC offsite and transfer it to the final destination later. 

NT Networking Protocols
Windows NT provides the following networking protocols: 

· TCP/IP 

· NWLink 

· NetBEUI 

· DLC 

· AppleTalk 

An overview of the advantages and disadvantages of each protocol follows over the next few web pages.

TCP/IP 

TCP/IP is one of the most popular network protocols on LAN s. It is a scalable routable protocol ideal for large networks. The popularity of TCP/IP on the Internet has meant a renewed interest in support for the protocol. Within TCP/IP each device gets a unique IP address. No two devices on the sane network should have the same IP address or conflicts will occur and networking will become unstable. 

The TCP/IP protocol also uses a subnet mask which is applied to IP addresses to determine whether a destination machine is on the same network as the source. After the subnet mask has been applied (a binary AND) the sending device compares the result for the destination machine with the result for its own IP address. If they are the same then the destination machine is on the same network and communication commences. If they are different then the sender routes the packets via the default gateway. This is a simplified explanation of the TCP/IP protocol and more information can be found in the TCP/IP training guide. 

NWLink 

NWLink is Microsoft s IPX/SPX protocol. IPX was originally developed by Xerox and became popular in Novell networks. Like TCP/IP it is a routable protocol with each packet being able to travel 15 hops through a network. The main reason to implement IPX today would be for interoperability with Novell NetWare machines. 

NWLink has two possible frame types and it is important to understand the implications of this. The frame types are 

· 802.2 

· 802.3 

Interestingly 802.3 was used in NetWare 3.x and 802.2 was used in NetWare 4.x The implication for NT administrators is that it is possible to configure the wrong frame type. NT offers the ability to auto-detect the frame type, but even this can cause problems. NetWare servers allow the binding of more than one frame type to the same network card, NT will try and auto-detect 802.2 frame type first. What this can mean is NT successfully manages to communicate with one NetWare machine on 802.2 so configures that as its default protocol. Unfortunately all the other NetWare machines are configured for 802.3 and the NT machine will not be able to communicate with them on the LAN. 

NetBEUI 

NetBEUI is a fast protocol with one major limitation. NetBEUI is not routable. This means that if a network has been subnetted NetBEUI will only allow communication on the local subnet. This is one of the reasons NetBEUI is fast. It does not have the packet overhead involved in trying to deal with route information. 

NetBEUI is also notorious for causing lots of broadcasts on the network. These are recognised as being bad for network performance. Many small networks can make use of NetBEUI, they are not routed, the traffic is not high so broadcasts are not an issue, and NetBEUI is very easy to configure. 

DLC 

Unlike the other protocols DLC does not provide a full interface to the Transport Driver Interface. This means that the NT server and workstation service cannot make use of DLC to communicate with another NT device elsewhere on the network. 

DLC is used in an NT environment for two reasons. 

· Accessing IBM Mainframes. 

· Printing to network enable HP printers. 

DLC only needs to be installed on the print server. All the computers printing to the HP printer can print to the queue on one NT machine. And that one NT machine is the only one that requires DLC installed. 

Appletalk 

Appletalk is used for the connectivity between NT and Apple Macintosh. Appletalk is actually a collection of protocols. 

· LocalTalk 230.4 Kbps 

· EtherTalk 10 Mbps 

· TokenTalk 16/4 Mbps 

LocalTalk is Apple's built in networking system. Although it is possible to install a LocalTalk card in an NT machine you can see from the table above that speed becomes an issue. It may be preferable to install EtherTalk cards in the existing Macintoshes. 

Network Services
TCP/IP is a very important protocol in NT. TCP/IP can be difficult to configure and maintain so Microsoft offer the following NT services to ease the administration of a TCP/IP network. 

· DHCP

· WINS 

· DNS

These services are described in the next pages. For more advanced information look at the TCP/IP training section. 

Dynamic Host Configuration Protocol

DHCP is designed to remove some of the problems experienced with IP addresses on a network. 

· With the users having manual control of IP addresses, subnet mask and default gateway, there is a fairly high chance that someone could incorrectly configure their machine. 

· IP addresses also need to be changed for mobile users who move from one subnet to another. 

DHCP offers centralised administration of IP addresses. Clients broadcast when they startup for an IP address which is stored centrally on a DHCP server. The server leases the client an address for a predetermined time. When this time expires the client must stop using the IP address as the server may proceed to give it to another client. Fortunately the client will attempt to renew the lease at intervals before the lease expires. 

Windows Internet Naming Service

WINS is Microsoft NetBIOS Name server. NetBIOS names are used in Windows networking for things like connecting to another computer. NetBIOS names can be resolved using broadcasts or by querying WINS. The advantage of using WINS is that broadcast traffic can be reduced. When broadcasts are implemented, name resolution and registration is limited to the local subnet. WINS is dynamic and this means we can implement a name resolution service in a DHCP environment where the IP addresses for clients could be changing over time. 

Domain Name Server

The Microsoft DNS service offers host name to IP address resolution. It replaces the requirement for the HOSTS text file which has entries for host to IP address resolution. DNS is defined by RFC and has made the administration of host to IP address mappings easier for many environments. 

One potential problem for administrators seeking to implement DNS on their local LAN is that the information in DNS is static. This means that in the past all of the machines with host names to be resolved by DNS had to have statically assigned IP addresses, and therefore miss out on the administrative benfits of using DHCP. In NT 4.0 Microsoft DNS server allows integration with WINS. This means that, if configured, the server will pass requests that it cannot resolve to WINS. If WINS can resolve a matching NetBIOS name it returns the result to DNS. 

Integrating with NetWare NT
There are a number of services that help with the integration of NT with NetWare. In this section we will look at 

Gateway Services for NetWare 
Client Services for NetWare 
Migration Tool 
File and Print Service for NetWare 
Directory Services Manager for NetWare 

NWLink 
One of the most important configuration issues when integrating NT and NetWare machines is to ensure the correct frame type is selected. NetWare machines commonly communicate using IPX/SPX network protocol; this is called NWLink in Microsoft products. NetWare servers use one of two frame types by default, this default frame type depends on the version of NetWare and is either:- 

· 802.2 or 

· 802.3 

Before an NT machine will successfully communicate with a NetWare server the frame types need to match, otherwise the machines will not see each other. A number of integration issues with NT and NetWare are fixed by matching the frame types, so look out for some simple marks in the exam. 

Client Services for NetWare 
NT Workstation supports the CSNW tools. This enables an NT Workstation to connect to and use resources that are stored on the NetWare server. CSNW are NDS aware in NT4.0, which means that it is possible to view the Directory on the NetWare network. 

GatewayServices for NetWare 
NT Server offers GSNW; this acts in exactly the same way as CSNW in some respects meaning that as far as the NT server is concerned the NetWare network can be accessed using the new software. GSNW also offers a number of advancements. 

GSNW allows the NT server to connect to shared resources on the NetWare machine and re-share them to any Windows networking clients. This removes the requirement for down level Windows clients to install a client solution to connect to NetWare. They can simply connect to NT and have their connection to NetWare by this gateway method. 

It is important to note that the connection to NetWare will be slower for clients using the gateway. Of course the end users won t appreciate why and will no doubt claim that NetWare is running slowly and prefer to use shared resources on the "quicker" NT machines. 

Before the gateway can be configured, a special group called NTGATEWAY must be configured on the NetWare machine. The account used for the gateway must be a member of this group and both the account and the group must have access permissions for the resources required on the NetWare machine. Remembering about the NTGATEWAY group is useful for the exam. 

GatewayServices for NetWare 
There may come a point when the network administrator decides to migrate completely from NetWare to NT. Microsoft supply a NetWare migration tool which has options to deal with migration issues such as the assignment of passwords after the migration. This tool helps to transfer user and group accounts, volumes, folders, and files. If File and Print Services for NetWare (FPNW) is also installed on the destination NT machine, then user logon scripts can also be migrated. 

It is worth noting the following requirements concerning the destination NT machine: 

· Must be a domain controller (PDC or BDC). 

· NWLink must be installed. 

· GSNW must be installed. 

Before a real migration the system allows a trial migration and creates three log files.

· Logfile.log 

· Summary.log 

· Error.log 

Check these file before performing a real migration. 

File and Print Services for NetWare 
Unlike the products discussed previousely, the FPNW utility is purchased as an additional component. This tool allows a Windows NT Server to appear on the network in exactly the same way as a Novell 3.x server. This means that down level NetWare clients can access the NT machine without disrupting the client software they have installed. This extremely useful tool is ideal for migration periods where all clients cannot be updated immediately. 

Directory Service Manager for NetWare 
Directory Service Manager for NetWare allows account information to be synchronised between NetWare and NT. New tools are installed in the NetWare volume for clients to update their passwords. These changes are made on the NT machine and the changes propagated back to the NetWare servers. 

DSNW is also purchased separately. 

Accounts 

Windows NT operates a system of Mandatory Logon, which means that all users must log on to the system using a recognisable user account. User accounts can be set up and stored locally on an individual machine, allowing users to log on to that machine and access resources only on that machine. If there is no domain structure then a user must have a valid account set up on every machine that is accessed, whether sat at the keyboard or across the network. However, if the machine is a member of a domain, users can also use a Domain User Account to log on to the machine (and potentially any machine in the domain) and access resources across the domain. Domain User Accounts are set up on the Primary Domain Controller and stored on all Domain Controllers allowing for centralised administration. 

User Accounts can be up to 20 characters in length and must be unique. If the account is local to a machine then it must be unique to that machine. If it is a domain account then the name must be unique to the domain.

Where accounts are stored 

Accounts are stored in the directory database on the machine where they are set up. The only divergence from this rule concerns Domain Controllers. This is because all Domain Controllers synchronise their directory databases and so if an account is created on one controller the same information will automatically be stored on all Domain Controllers. In fact all domain accounts are created and edited on the Primary Domain Controller with the changes being synchronised to the Backup Domain Controllers periodically

Deletion of Accounts 

Although it is possible to delete any accounts that you have created it is important to understand the repercussions of such an action. When you create an account, whether a user or group account, it is given a unique Security Identifier (SID). It is this SID which is used to gain access to resources and user rights. When you delete an account the SID is destroyed. So if you create another account, even if you use the same name, the SID will be different. Hence, you will not automatically be able to access the same resources.

However, if you rename an account the SID remains the same and so access to resources and user rights is unchanged. So if anyone leaves the organisation and is replaced by someone doing a similar job and requiring access to the same resources, simply disable the account temporarily, rename the account and enable it again when the new person starts.

It is good idea to refrain from deleting a user account unless you are absolutely sure that it will not be required again in the future

Built-in Accounts 

When NT is installed on a machine two built-in accounts are created; the Administrator account and the Guest account. These accounts cannot be deleted, but can be renamed. 

The fact that the Administrator account cannot be deleted is a useful safeguard against being locked out of the system. In other words there will always be an account with administrative rights available. It is therefore a good idea to keep the name and password of this account in a safe place. It is good practice to rename the Administrator account for security reasons. 

The Guest account can be used by people who do not have a user account on that machine. If the password on the Guest account is left blank then anyone accessing the machine across the network whose name is not recognised will be logged on as a Guest and have access to all resources shared to the Guest account. The Guest account is disabled on NT Servers and Domain Controllers by default.

User Rights 

Accounts have certain rights to perform certain tasks. Different users and groups have different default rights. For example the Backup Operators group has the right to Backup files and folders and the right to Restore files and folders.

User rights can be controlled in User Manager/User Manager for Domains and are machine specific, except for domain controllers which all maintain identical user rights. For example, let's say you wanted to allow one group of people to backup information on Domain Controllers, but a different group to be able to restore information. Here you could create 2 local groups on the PDC called Backup Only and Restore Only. You give the Backup files and folders right to the Backup Only group and the Restore files and folders right to the Restore Only group. Remember that all account information on the PDC, including user rights, is automatically synchronised with the BDC's so the groups and their rights will be available on all Domain Controllers.

Account Policy 

An account policy gives you some important controls concerning who can log in to the system. Some important parameters are: 

· Minimum password length. 

· Minimum and Maximum age of passwords. 

· Uniqueness of passwords. 

· How many logon attempts can be made before the account is locked out. 

· How long accounts remain locked out. 

Account policy is also controlled in User Manager/User Manager for Domains and is again machine specific. However, the domain account policy on the domain controllers applies wherever a domain account is used to log on.

Auditing Changes to Account Information 

It is possible to make a record of attempts to change information to account information using the Audit facility and reviewing the security logs created. This is covered in more detail in a different section - Auditing.

Groups
User Accounts can be organised into groups. There are two types of groups; Global groups and Local groups. 

Global groups are created and stored on Domain Controllers and so are available to the whole domain. They are simply a collection of domain users. For example a Sales global group might include all of the users who work in the Sales department.

Local groups are created and stored on individual machines and so are machine specific. They can contain local user accounts, domain user accounts and domain global groups.

Although it is possible when sharing resources to give access permissions to local groups, global groups or even individual user accounts, Microsoft recommends the following strategy for granting access permissions. In a domain environment you organise users into global groups. Then you put global groups into local groups and give the local groups access to resources. It is a good strategy and since it is recommended, it would be a good idea to remember it for the exam. A useful way to remember this is to see it as the UGLY rule: Users - Global - Local - Yes!

For example, the Sales Account Executives need to print to a colour-printing device on the machine called TYNDALE. Following the UGLY rule create a global group called Account Executives and make all of the account executives members of that group. Then create a local group on TYNDALE called Colour Printers and put the global group Account Executives into the Colour Printers group. Finally give print permission to the Colour Printers group. 

If a new Account Executive called Fred joins the company, all you have to do is add Fred's user account to the global group Account Executives and he will also be able to use the printer. This can be done when his domain account is created in User Manager for Domains and means that you don't have to make any changes on the machine with the printer. In other words administration has been centralised.

Built-in Groups
When NT is installed a number of built-in groups are created. Which groups are created depends on whether the machine will be a Workstation, Server or Domain Controller.

All machines receive the 4 Local groups; Users, Administrators, Guests and Backup Operators. All local user accounts are automatically made members of the Users group when they are created. The Administrator built-in user account is automatically a member of the Administrators group. The Guest built-in account is automatically a member of the Guests group. Backup Operators is empty by default, but members can perform backup and restore operations.

Workstations and Member Servers also receive a Power Users local group. There are no members by default, but users who have their accounts added to this group are able to share folders, create and share printers, edit user account information and perform backup and restore operations.

Domain Controllers receive a number of extra local groups:
Account Operators can edit user account information.
Print Operators can create and share printers.
Server Operators can share folders and backup and restore data.

Domain Controllers also receive 3 powerful Global groups: 
Domain Admins contains the Domain Controller Administrator account by default.
Domain Users contains all domain user accounts, except the Guest account.
Domain Guests contains the Domain Controller Guest account.

These accounts aid centralised administration since whenever a machine joins a domain these Global groups are automatically added to the corresponding local groups on the new machine. I.e. Domain Admins is put into the local Administrators group, Domain Users becomes a member of the local Users group and the Domain Guests group becomes a member of the local Guests group.

System Groups
There are some other groups where membership is automatic:
Everyone contains everyone logged on to a machine, whether recognised or a guest.
Interactive contains whoever is currently logged on locally.
Network contains anyone logged on from across the network.
Creator/Owner contains whoever created a resource, e.g. a document or folder.

This last group is extremely useful and can be used when you want any user to be able to add a file to a public folder, but only the originator of the file to be able to edit it.

It is useful to remember that when a partition is formatted/converted to NTFS, or a network share is created, the default permissions are Everyone Full Control!

Trusts
A trust is a relationship set up between domains so that resources in one domain can be made available to users in another domain. A trust is a one-way relationship. It is absolutely vital that you understand this point. For example, if the domain Equinox trusts the domain Nemesis this means that the Nemesis users can be given access to resources in the Equinox domain. In other words Equinox trusts the Nemesis users. However, since the Nemesis domain does not trust the Equinox domain, Equinox users cannot be given access to resources in the Nemesis domain.

An analogy may be helpful. My neighbours may want to use my video to record some programs. If I trust my neighbours to use things from my house I might give them a key to the front door. This gives them access to the video. However, since I don't have a key to their front door I can't use their resources.

It is possible to create two trusts between two domains so that all users can be given access to all resources. In our example, if the Equinox domain trusts the Nemesis domain and the Nemesis domain trusts the Equinox domain, then users from both domains can be given access to all resources. To stretch the analogy further, this would be like exchanging front door keys with my neighbours. 

