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Much of the media coverage around the dangers of using a credit card on the internet centers around the interception of data being passed from the customer to the web store. In reality, the greatest risk arises from the theft of data from the web store's server after it has been transmitted, either by a hacker or a dishonest employee. 

If you are storing sensitive information on a server that is connected to the internet, then ensure it is protected with a firewall. As an added precaution, whether you are building your own SSL-protected forms to capture credit card information or you are using a commercial e-commerce product, always make sure that credit card numbers and other sensitive information is encrypted if it is stored in your local system. That way, if your systems are compromised, the encrypted information - and your customers - will be protected.

The security issue is very important in today’s commercial world. This article takes you "under the hood" to explore the key security technologies and explain in a straightforward manner how they are used for web commerce.

We discuss the following aspects:

· Security Issue

· Encryption
· Security Sockets Layer (SSL)

· Security Electronic Transaction (SET)

· The Keys to Safe Shopping

Digital Certificates; Secret-Key Encryption; Public Key Encryption; Digital Signature

Security Issue

The rapid growth of the Internet, has also brought new opportunities for business.  E-commerce has become the fastest growing business.  However, there is always a bad side for a good thing. For the Internet, the biggest concern might be the security.

There are numerous threats to the Internet security.  Some of the most common threats on the Internet are unauthorized access, user misrepresents identity, user misrepresents identity, access to unauthorized data, data intercepted, read or modified, virus attacks, hackers.

What exactly does Internet security mean?  Here we specially means transaction security.  Transaction security includes confidentiality, integrity, authenticity, non-repudiability and privacy.

Confidentiality:  Confidentiality is the maintenance or transfer of classified information, which cannot for any reason be disclosed to unauthorized persons.  For information to remain confidential, third parties should not be able to eavesdrop on an exchange.

Integrity:  Integrity is the maintenance of complete and intact information. The information received via the Internet should be identical to the information sent. If information is modified, while in transit, than it should be made possible for the receiver to detect this. A digital signature makes this possible. 

Authenticity:  allows customers to be sure that the merchant they are sending their credit card details to is who they say they are. It can also allow merchant's to verify that the customer is the real owner of the credit card being used.. 

Non-Repudiability:  None of the involved parties can deny that the exchange took place.  Non-repudiation may be provided through the use of one or more of mechanisms such as digital signatures and data integrity. This is an important factor to consider when dealing through the Internet. It prevents customers or merchants denying they ever received or sent a particular message.

Privacy:  prevents third parties from reading intercepted messages.

Encryption

Elements of an encryption system:

The main elements of an encryption system are the plaintext, the cryptographic algorithm, the key and the ciphertext. 

· The plaintext is the raw message or data that is to be encrypted. 

· A cryptographic algorithm or cipher is a mathematical set of rules that defines how the plain text is to be combined with a key. Algorithms are designed so that the key used for encryption (public key) is different to the key used for decryption (private key). All the security in these algorithms is based in the keys. An interceptor can use the encryption key to encrypt a message but only a specified person, with the corresponding decryption key can decrypt the message.
· The key is a string of digits.                          

· The ciphertext is the encrypted message. These terms are probably best illustrated through a very simple example.

The degree of security depends on how hard the algorithms are to break. If the cost required to break an algorithm is greater than the value of the encrypted data, then the data should be safe. Also, if the time required to break an algorithm is longer than the time the encrypted data must remain secret, then the data should be safe.  

There are two main types of encryption in common use today: secret-key and public-key.

Secret-key encryption

Secret-key encryption, also known as single-key or symmetric encryption, involves the use of a single key that is shared by both the sender and the receiver of the message.                     After creating the message, the sender encrypts it with their key and passes it to the recipient who then decrypts it by using a copy of the same key used to encrypt it.
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A widely used method of secret-key encryption is the data encryption standard or DES.

Secret-key encryption does have some limitations, particularly with regard to key distribution. For privacy to be maintained, every transmitter of messages would need to provide a different key to everyone they intended to communicate with, otherwise every potential recipient would be able to read all messages whether it was intended for them or not.

Whilst this is manageable where a small number of parties are involved (for example, sending a private e-mail to a friend) it is not practical for Web commerce which can involve communicating with thousands of customers. 

Another limitation with secret-key encryption is its inability to support non-repudiation. As both parties share the same key it is possible for one party to create a message with the shared secret key and falsely claim it had been sent by the other party.

Secret-key encryption on its own is therefore not suitable for web commerce - instead a system known as public-key encryption is used.

Public-key encryption

Public key encryption, or asymmetric encryption is a technique that uses a pair of asymmetric keys for encryption and decryption. Each pair of keys consists of a public key and a private key. The public key is made public by distributing it widely. The private key is never distributed; it is always kept secret. 

Data that is encrypted with the public key can be decrypted only with the private key. Conversely, data encrypted with the private key can be decrypted only with the public key. This asymmetry is the property that makes public key cryptography so useful. 

These key pairs can be used in two different ways, to provide privacy or authentication.

Privacy is ensured by encoding a message with the public key as it can only be decoded 

by the holder of the private key.
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Authentication is achieved by encoding a message with the private key. Once the recipient has successfully decrypted it with the public key they can be assured it was sent by the holder of the private key.
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As the public key can be made widely available (for example from a server or third party), public-key cryptography does not suffer from the same key distribution and management problems as the secret-key system. 

One disadvantage of the public-key system is that it is relatively slow, so when it is being used only for authentication it is not desirable to encrypt the whole message particularly if it is a long one. To get round this a digital signature is used.

Digital signatures

Digital signatures are implemented through public-key encryption and are used to verify the origin and contents of a message. 

One advantage of public-key encryption is that the recipient of successfully decrypted message knows that it was sent by the owner of the private key. This is known as authentication. However, encrypting messages with a private key is a relatively slow process particularly if the message is a long one. Instead a system of digital signatures is used. 

A digital signature is prepared by first passing the message through a one-way cryptographic function to calculate the message digest. This digest is much smaller than the original message and can be quickly encrypted with the private key to produce a signature which is then added to the original message.

The recipient of the digital signature can be sure that the message really came from the sender. And, because changing even one character in the message changes the message digest in an unpredictable way, the recipient can be sure that the message was not changed after the message digest was generated.

Authentication can be further strengthened by the use of digital certificates.

Digital certificates

Before encrypting and transmitting sensitive information it is important to ensure that the public key being used does indeed belong to the intended message recipient and not someone masquerading as them. 

One method of doing this is to use a trusted third party or certificate authority (CA). Owners of public keys submit them to a CA along with proof of identity and the CA then digitally signs and issues a certificate which verifies that the public key attached                 to the certificate belongs to the party stated.

Digital certificates provide the basis for secure electronic transactions as they enable all participants in a transaction to quickly and easily verify the identity of the other participants.

Cryptography export restrictions

What have a bomb and a cryptography got in common? Under current US law, cryptography is classified as a munition and the export of software programs that include cryptography is controlled by the Defense Trade Regulations. In general these                   regulations prohibit the export from the US of software that employs strong encryption, although there are some exceptions for example, for software used solely for the purposes of encrypting financial data passed between approved banks.

In 1992, the Software Publishers Association reached agreement with the State Department to allow the export of software that contained RSA's RC2 and RC4 encryption algorithms, but only if the key size was limited to 40 bits as opposed to the

128 bit keys available for use within the US.

The security of an algorithm is dependent on the length of the key used. The longer the length the more possible combinations there are and the longer it takes "crack" the code.

Since 1992 the speed and availability of computers has increased dramatically and although a 40 bit key would still take a considerable amount of time and computer power to "crack" it is now feasible to do so. It is still much easier and more productive though, for a thief to scan Internet traffic for un-encrypted credit card numbers than it is to try to

find and "crack" encrypted ones. However as computers continue to grow in power the time to decrypt 40 bit codes will continue to drop and 40 bit keys may no longer be deemed secure enough for e-commerce transactions.

The US government has proposed several methods whereby it would allow the export of stronger encryption. These methods are all based on some sort of key escrow or key recovery system which would allow the law enforcement agencies to obtain a copy of a private key to enable it to decrypt messages.

An executive order - the Administration of Export Control on Encryption Products - came in to effect on January 1st 1997. This allows vendors to ship world-wide encryption products using 56 bit keys but only if they agree to add key recovery to their products within two years. However, there is considerable resistance within the industry to the use of key recovery systems because of the potential threat to corporate and individual privacy.

This resolution of this issue is widely regarded as vital to the future of global e-commerce.

Secure Sockets Layer (SSL)

Netscape's Secure Sockets Layer (SSL) protocol is currently the most widely used method for performing secure transactions on the Web and is supported by most Web servers and clients including Netscape Navigator and Microsoft Internet Explorer.

The Secure Sockets Layer (SSL) protocol provides several features that make it particularly suitable for use in e-commerce transactions.

Privacy is guaranteed through encryption. Although information can still be intercepted by a third party they will be unable to read them as they have no access to the encryption key.

Integrity is also ensured through encryption. If information is received that will not decrypt properly then the recipient knows that the information has been tampered with during transmission. 

Authentication is provided through digital certificates. Digital certificates provide the basis for secure electronic transactions as they enable all participants in a transaction to quickly and easily verify the identity of the other participants.

The encryption process Essentially, SSL is secret-key encryption nested within public-key encryption, authenticated through the use of certificates. The reason that both secret-key and public-key encryption methods are used is because of the relatively slow speed of public-key encryption compared to secret-key encryption. Initially, the client and                     server exchange public keys, and then the client generates a private encryption key that is used only for this transaction. This is referred to as a session key. The client then encrypts the session key with the server's public key and sends it to the server. Then, for the rest of the transaction, the client and the server can use the session key for private-key encryption.

An SSL connection is initiated by the client (normally a Web browser) by requesting a document to be sent through the HTTPS protocol as proposed to the standard HTTP protocol.

This is done by by simply prefixing the URL by "https" as opposed to "http". For example: 

                    http://server.domain.com/index.html

requests the document index.html be sent through the standard HTTP protocol, whilst

                     https://server.domain.com/index.html

requests the same document be sent using the HTTPS protocol which incorporates SSL.

HTTPS stands for Secure Hypertext Transfer Protocol, which provides increased security for information exchanged in the World Wide Web by transferring encrypted information between computers. HTTPs =Encryption+ HTTP.  HTTPS is a version of HTTP using a Secure Socket Layer (SSL). A secure socket layer is an encryption protocol invoked on a Web server that uses HTTPS. It is a protocol that encrypts a single TCP session. Using this Asymmetric Encryption all data exchanged over a TCP socket can be cryptographically protected. SSL is the base of HTTPs - the secure World Wide Web protocol. 

Here in detail are the steps taken during a SSL transaction:

    1. The client sends a request for a document to be transmitted using the HTTPS protocol by prefixing the URL with "https". 

    2. The server sends its certificate to the client. 

    3. The client checks if the certificate was issued by a Certificate Authority (CA) it trusts. If not, it gives the user the option to continue or to terminate the transaction. 

    4. The client compares the information in the certificate with the information it just received concerning the site: its domain name and its public key. If the information matches, the client accepts the site as authenticated. 

    5. The client tells the server what ciphers, or encryption algorithms, it can communicate with. 

    6. The server chooses the strongest common cipher and informs the client. 

    7. The client generates a private (or session) key using the agreed cipher. 

    8. The client then encrypts the session key using the server's public key and sends it to the server. 

    9. The server receives the encrypted session key and decrypts it with its private key. 

   10.The client and the server then use the session key for the rest of the transaction. 

An alternative secure protocol is the Secure Electronic Transaction (SET) protocol developed by Visa and MasterCard specifically for enabling secure credit card transactions on the Internet. Designed for cardholders, merchants, banks and other card processors, SET uses digital certificates to ensure the identities of all parties involved in a

purchase. SET also encrypts credit and purchase information before transmission on the Internet.

Secure Electronic Transactions (SET)

SET is the Secure Electronic Transaction protocol developed by Visa and MasterCard specifically for enabling secure credit card transactions on the Internet. It uses digital certificates to ensure the identities of all parties involved in a purchase and encrypts credit card information before sending it across the Internet.

SET is exempt from the US cryptographic export restrictions and unlike SSL can therefore use strong, 128 bit encryption for credit card numbers world-wide. In order to gain this exemption, the use of strong encryption has to be limited to the financial                     information only and does not include other elements of the transaction, for example details of the goods being bought and the delivery address.

Like SSL, SET allows for the merchant's identity to be authenticated via digital certificates. However, SET also allows for the merchant to request users authenticate themselves through digital certificates. This makes it much more difficult for someone to use a stolen credit card. 

A further advantage of SET is that the merchant has no access to credit card numbers and thus another source of fraud is eliminated.

There are many pilot schemes running using the SET protocol but mainstream adoption has been slower than predicted. The main reasons behind this are the growing acceptance of SSL for secure credit card transactions and the complexity and cost of the SET system.

Encryption Process

In a typical SET transaction, there is information that is private between the customer and the merchant (such as the items being ordered) and other information that is private between the customer and the bank(such as the customer's credit card number). SET allows both kinds of private information to be included in a single, digitally signed                     transaction.

Information intended for the bank is encrypted using the bank's public key whilst information for the merchant is encrypted with the merchant's public key. This means that the merchant has no access to the credit card details and thus a source of fraud is eliminated.

In addition to this encryption, both sets of information are digitally signed. Finally these two signatures are combined to produce one signature that covers the whole transaction

SET in action

There are three parts to the SET system: a software "wallet" on the user's computer; a commerce server that runs at the merchant's Web site; and the payment server that runs at the merchant's bank.

Although future versions of Microsoft's Internet Explorer and Netscape's Navigator will come with SET wallets pre-installed, currently users need to download and install a wallet on their computers. During the installation process the user provides credit card details and obtains user name and PIN to provide secure access to the wallet. The installation process also produces a public and private key for the user. The user also has to obtain a digital certificate from their bank or certificate agency (CA) for each credit card.

To use SET, users select products from the merchant's Web site and then elect to pay via SET by pressing an on-screen button. This automatically starts the wallet program. The user then selects which credit card they wish to use and the wallet and the merchant's server exchange certificates. If these are accepted, the wallet then encrypts and transmits

the purchase details to the merchant. 

Although the purchase details include the encrypted credit card information, the merchant can not read them. Instead he passes this on to the bank's payment server which debits the users credit card and passes the payment to the merchant.

The Keys to Safe Shopping

Digital Certificates 

In many ways, digital certificates represent the heart of secure electronic transactions. They provide an easy and convenient way to ensure that the participants in an electronic commerce transaction can trust each other. This trust is established through a common third party such as Visa. For example, Visa will provide digital certificates to the card-issuing financial institution and the institution will then provide a digital certificate to the cardholder. A similar process takes place for the merchant. 

At the time of the transaction, each party's SET-compliant software validates both merchant and cardholder before any information is exchanged. The validation takes place by checking the digital certificates which were both issued by an authorized trusted third party. 

So what exactly are digital certificates? In a nutshell, they ensure that two computers talking to each other may successfully conduct electronic commerce. The basis for this technology is secret codes. To many people this might sound a bit like the stuff of spy novels. But electronic commerce will rely heavily on cryptography, the art of secret codes. 

There are two main kinds of cryptography in common use today. The older and simpler one is called "single key" or "secret key" cryptography. 

We already know that secret encryption is useful in many cases, but isn't the answer to safe electronic commerce.

Public Key Encryption

The solution to widespread open network security is a newer, more sophisticated form of codemaking, first developed by mathematicians at MIT in the 1970s, known as "public key." In this approach, each participant creates two unique keys. For example, you would have your own "public key," which you publish in a sort of directory available to all, and you would have your own "private key," which you make sure to keep secret from everyone. 

The two keys work together as an intriguing kind of matched set. Whatever data one of the keys "locks," only the other can unlock. So, let's say that you want to send a snoop-proof email message to a friend. You simply look up his public key and then use that key to encrypt your text. Later, when your friend receives the email, he takes his private key and converts the encrypted message on his computer screen back to your original message in clear text. 

Even if a would-be criminal intercepts the message on its way to your pal, the bad guy has no way of deciphering it because he doesn't have your pal's private key. 

Keys exist as series of electronic signals stored on the disk drives of personal computers or transmitted as blips of data over phone lines as specified in the industry standards. The really hard work - complex math of encrypting and decrypting messages - is handled by the computer. You never have to bother with any of the complexities. 

In addition, banks, merchants, and other participants in the new world of electronic commerce will be able to tailor the "look and feel" and other vital features of the software to meet their customers' particular needs. Underlying this software, will be a layer of code that conforms to the new industry standard. This layer employs public-key encryption to ensure that messages containing bankcard numbers and other information are strictly confidential. And this code enables another revolution in secure cyberspace transactions - digital signatures. 

Digital Signature

In cyberspace, when you receive a message, how do you know it was sent by your friend Bob rather than a malicious criminal who's pretending to be Bob? And how does a merchant know that an order is coming from you rather than some hacker out to defraud them of a lot of money? The potential for this type of fraud has become more prevelant on open networks. There's even a slang term for it - "spoofing". 

The public-key system can address this problem in a simple and highly reassuring way. Let's say that I'm talking to my bank - in cyberspace, that is - and I want to prove to them that I'm, well, me. I simply lock a message with my private key. Then, the bank can unlock the text with my public key taken from my digital certificate, proving that I was the only person who could have locked up the message in the first place. 

This process creates what cryptographers call a "digital signature". A digital signature provides a way to associate the message with the sender, and is the cyberspace forum of "signing" for your purchases. In this way, you and only you will be able to use your Visa card account over the Internet. 

Conclusions

Various security threats may hinder the healthy growth of the Internet.  One of the biggest foes of the E-commerce is the Internet security concern.  Security is considered achieved when it has the components of confidentiality, integrity, authenticity, non-repudiability, access control and audit trials.  The types of security include unauthorized access, user misrepresents identity, user misrepresents identity, access to unauthorized data, data intercepted, read or modified, virus attacks, hacker attacks.

Fortunately, there are a number of security control measures available.  Such as: widely used security control methods are cryptography, digital signature, certificates of authority and so on.

We also mention the keys to Safe Shopping.
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