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Wireless communications offer organizations and users many benefits such as portability and flexibility, increased productivity, and lower installation costs. Wireless technologies cover a broad range of differing capabilities oriented toward different uses and needs. Wireless local area network (WLAN) devices, for instance, allow users to move their  laptops from place to place within their office environment without the need for wires and without losing network connectivity. Less wiring means greater flexibility and efficiency and reduced wiring costs.

Risks are inherent, however, in any wireless technology. Some of these risks are similar to those of wired networks; some are exacerbated by wireless. Of course the most important difference from wired networks and the main source of these risks is that with wireless networks the organization’s underlying communications medium, the airwave, is openly exposed to intruders.

The loss of confidentiality and integrity and the threat of denial of service (DoS) attacks are risks typically associated with wireless communications. Hackers may gain access to organizational systems and compromise the confidentiality of the organization, its users, and its network. Even if data confidentiality or integrity is not compromised, unauthorized hackers can steal bandwidth and cause a decrease in network performance, or can use a vulnerable wireless network as a platform for launching a network attack.

Specific threats are the following:

· Jamming and Interference

Vulnerabilities that exist in a conventional wired network apply to wireless technologies.

· Malicious entities to gain unauthorized access to an organization by bypassing the firewall.

· Denial of service attacks may be directed at wireless connections or devices.

· Sensitive data may be corrupted during improper synchronization

· Viruses or other malicious code that can corrupt data on wireless to a wired network.

In traditional security, Wireless security can be broken into two parts: Authentication and encryption.  Authentication mechanisms can be used to identify a wireless client to an access point and vice-versa, while encryption mechanisms ensure that it is not possible to intercept and decode data.  For many years, MAC access control lists have been used for authentication, and 802.11 WEP has been used for encryption. 

In the following wireless design the use of Cisco Aironet Access Points were configure in a facility were users could keep an accurate account of greenhouse plants on a local network database. With on configured as the root and the others configured as repeaters, the idea was to make sure that the users had network connectivity throughout the greenhouse. This design consist of surveying the facility, making sure that the radio frequency is not being bounced off any metal beams. The security configuration was kept relatively simple. This consists of a 128bit (WEP) Encryption Key and the (SSID) Service Set Identifier, which is not broadcasted, not to mention the profile configuration on the users laptop.
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Recent studies of wireless lan security show (WEP) is deciphered through a tool such as AirSnort, the administrator has no way of knowing that the key has been compromised by a hacker. The 802.11 standards define WEP as a simple mechanism to protect the over-the-air transmission between WLAN access points and network interface cards (NICs). Working at the data link layer, WEP requires that all communicating parties share the same secret key. To avoid conflicting with U.S. export controls that were in effect

at the time the standard was developed, 40-bit encryption keys were required by IEEE 802.11b, though many vendors now support the optional 128-bit standard. WEP can be easily cracked in both 40- and 128-bit variants by using off-the-shelf tools readily available on the Internet. On a busy network, 128-bit static WEP keys can be

obtained in as little as 15 minutes, according to current estimates. WEP uses the RC4 stream cipher that was invented by Ron Rivest of RSA Data Security, Inc. (RSADSI) for encryption. The RC4 encryption algorithm is a symmetric stream cipher that

supports a variable-length key. The IEEE 802.11 standard describes the use of the RC4 algorithm and key in WEP, but does not specify specific methods for key distribution. Without an automated method for key distribution, any encryption protocol will have implementation problems because of the potential for human error in key input,

escrow, and management.  The initialization vector is at the center of most of the issues that involve WEP. Because the initialization vector is transmitted as plaintext and placed in the 802.11 header, anyone sniffing a WLAN can see it. At 24 bits long, the

initialization vector provides a range of 16,777,216 possible values .A hacker can capture the data frames and derive information about the data as well as the network.
With the recent facts of how easy it would be to hack in a simple configured network. Implementing a more robust security infrastructure had to be planned. The following   cisco security design will be the revision of how secure the previous wireless access points design will be.
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With this design WLAN security approach focuses on developing a framework for providing centralized authentication and dynamic key distribution. This approach is based on the IEEE 802.11 end-to-end framework using 802.1X and the Extensible Authentication Protocol (EAP) to provide this enhanced functionality. Cisco has incorporated 802.1X and EAP into its WLAN security solution—the Cisco Wireless Security Suite. The three main elements of an 802.1X and EAP approach follow:

• Mutual authentication between client and authentication (Remote Access Dial-In User Service [RADIUS]) server

• Encryption keys dynamically derived after authentication

• Centralized policy control, where session time-out triggers reauthentication and new encryption key generation

When these features are implemented, a wireless client that associates with an access point cannot gain access to the network until the user performs a network logon. After association, the client and the network (access point or RADIUS server) exchange EAP messages to perform mutual authentication, with the client verifying the RADIUS

server credentials, and vice versa. An EAP supplicant is used on the client machine to obtain the user credentials (user ID and password, user ID and one-time password [OTP], or digital certificate). Upon successful client and server mutual authentication, the RADIUS server and client then derive a client-specific WEP key to be used by the client for the current logon session. User passwords and session keys are never transmitted in the clear, over the wireless link. EAP also provides three significant benefits over basic 802.11 security. The first benefit is the mutual authentication scheme, as described previously. This scheme effectively eliminates “man-in-the-middle (MITM) attacks” introduced by rogue access points and RADIUS servers. 

Here is a configuration sample of the EAP security protocol. [image: image3.png]WEP Configutatia for in EAP Acogss Point.
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The second benefit is a centralized management and distribution of encryption keys. Even if the WEP implementation of RC4 had no flaws, there would still be the administrative difficulty of distributing static keys to all the access points and clients in the network. Each time a wireless device was lost, the network would need to be rekeyed to prevent the lost system from gaining unauthorized access.  The third benefit is the ability to define centralized policy control, where session time-out triggers

reauthentication and new key derivation. To further secure the access points an access list  would be created pointing toward the radius server, and also prevent any user on the network from using telnet or http in the wireless devices. An example of the configuration is written below.

! Permit RADIUS responses from AAA Server to APs

access-list 181 permit udp host 10.1.20.54 eq 1645 host 10.1.80.122 gt 1023

access-list 181 permit udp host 10.1.20.54 eq 1645 host 10.1.80.123 gt 1023

access-list 181 permit udp host 10.1.20.54 eq 1646 host 10.1.80.122 gt 1023

access-list 181 permit udp host 10.1.20.54 eq 1646 host 10.1.80.123 gt 1023

! Deny all other IP traffic to APs

access-list 181 deny ip any host 10.1.80.122 log

access-list 181 deny ip any host 10.1.80.123 log

access-list 181 deny ip any any log
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The previous layout is an example of the newly security design that will prevent both outside hackers and inside users getting to the access points and breaking into the network. In summary, individually each current rogue access point prevention or detection method is limited. Cisco recommended that network designers choose a combination of prevention and detection tools for their network. Using prevention or detection tool presents a different capability and can be used in combination with another tool in order to provide the network designer a comprehensive acceptable rogue access point prevention and detection toolset.
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