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Peer to Peer Networking is not a new technology.  In a peer-to-peer network, “peers communicate symmetrically and operate as both clients and servers” (Doherty, 2002).  It is basically a form of decentralized computing which allows for resources to be spread through out the system without one true bottleneck.  Some of the applications that use peer-to-peer in one way or the other are Napster, Gnutella, Kazaa, Morpheus and Instant Messenger to name a few.  In fact, “Sharman Networks Limited said its Kazaa file-sharing software was on track to set a record as it becomes the most-popular free program on the Web with over 230 million downloads”(Reuters,2003).  With this many downloads the usage of peer-to-peer has effected the workplace.  “Companies that look the other way may have copyright violations occurring in the workplace, and lawsuits are a potential outcome of such activity,” Jennifer Kearns, an employment attorney at UK Law firm Brobeck, Phleger and Harrison, said in a statement issued by Websense”(Reuters,2002).

“If you’ve ever used a peer-to-peer network and swapped copyrighted files, chances are pretty good you’re guilty of a federal felony” (McCullah, 2003).  And if you have done this at work you have put your company at risk.  The biggest risk involved is not one associated with security, but one of liability.  If a company allows its employees to install peer-to-peer file sharing software and unfettered internet access, then they most likely are secure in the knowledge that they have taken the appropriate steps to protect their network work from hackers and outside intrusion.  But with the allowing of peer-to-peer programs the companies are allowing the sharing of files, some of which are copyrighted.  “Unmanaged use of P2P file sharing exposes corporations to serious business risks, including loss of confidential information, viruses, worms, spyware, and legal liability”(Anonymous,2003).  An analysis by the federal General Accounting Office found, “peer-to-peer networks have emerged as a major conduit for child and adult pornography” (Chmielewski, 2003).  “Beyond the obvious legal ramifications, the peer-to-peer porn trade creates potential new headaches for corporate network administrators because such material would evade traditional filters designed to block employee access to Playboy’s Web site or other, more hard-core fare”(Chmielewski).  This is why corporations are now open to the threat of being sued for the files that their employees may have on their company PCs.  


In 1997, President Bill Clinton signed the NET (No Electronic Theft) Act.  It makes Peer-to-Peer pirates liable for $250,000 in fines and subject to prison terms of up to three years.  The law “grants copyright holders the right to hand a “victim impact statement” to the judge at your trial, meaning you can expect an appearance from the Recording Industry Association of America (RIAA)” (McCullah).  The RIAA released a guide to assist U.S. companies in preventing copyright abuse.  The guide outlines the following reasons for companies to comply:

· Avoiding potential legal risks such as injunctions, damages, costs and possible criminal sanctions or financial penalties against the companies and their directors where corporate systems are used for copyright theft.

· Lowering the security risks – from viruses and firewall breaches – to which the illegal copying and transmission of copyright material exposes corporate computer networks.

· Preserving systems resources and employee time.  (Anonymous, 2003)

In April 2002, Integrated Information Systems Incorporated paid a $1 Million settlement for music files found on a company server.  This has caused many organizations to change their operation in relation to employees and file sharing.


Some companies have policies already in place.  “Dell’s code of conduct forbids employees from pirating music and software at work” (Madigan, 2002).  Once a year, “Dell-owned PCs are scanned for illegal files.  If downloaded music is found on employees’ systems, they get the opportunity to erase the files.  Machine privileges could be taken away, and disciplinary action is addressed on a case-by-case basis” (Madigan).  Companies are blocking access to Internet music and video at the firewalls.   ““There’s just so much broader use of networks than what they were intended for,” said Wilson Craig, the public relations manager for Packeteer, which makes products to manage network traffic”(Bowman,2002).  Even companies designed to protect other corporate networks have problems, “NetReality, which makes network management software, saw its system grind to a halt one day.  The cause:  Someone in the Israeli office was downloading a copy of “The Lion King”” (Bowman).  In light of this evidence what should a corporation do to protect itself?


First they should implement a policy that restricts the use of file sharing applications.  Second they should block access to the services and its associated software through the companies firewall.  “Although some file sharing systems use a specific port number, many can be tunneled through HTTP port 80, bypassing virtually any firewall rules because port 80 is almost always allowed”(Andress,2002).  So to overcome this you must block by the IP address of the sites that you have targeted to be blocked.  But most importantly it must be stressed to all employees at every level the possible liability of having copyrighted material on their PCs.  Peer-to-Peer when used properly is a very efficient way to share data and information through out the corporation, but it’s this ability to share that allows illegal activities to take place also.  
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