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· INTRODUCTION

MBONE (Multicast Backbone) is used for broadcasting live audio and in digital form all over the world via the Internet. It is an outgrowth of the first two IETF “audiocast” experiments in which live audio and video were multicast from the IETF meeting site to destinations around the world. The idea is to construct a semi-permanent IP multicast tested to carry the IETF transmissions and support continued experimentation between meetings.

The MBONE is a virtual network. It is layered on top of portions of the physical Internet to support routing of IP multicast packets since that function has not yet been integrated into many production  routers. The network is composed of islands that can directly support IP multicast, such as multicast LANs like Ethernet, Linked by virtual point-to-point links called “tunnels”. The tunnel endpoints are typically workstation-clas machines having operating system support for IP multicast and running the “mrouted” multicast routing daemon. The Virtual Internet Backbone for Multicast IP, or Mbone, is an experimental system which is acting as a testbed for Multicast application and protocol design and refinement.

· HISTORY OF MBONE

The first multicast tunnel was established between BBN and stanford University in the summer of 1988. Tunneling was originally meant just as a short term hack until the core routers knew about IP multicasting. 

In March 1992, a new venue quietly debuted on the Internet-one ine which people woldwidw could meet in a common electronic window and not only see and talk to one another, but work on a shared “whiteborard.” This conferencing network  -- called the Multicast Backbone, or Mbone – has the potential to lunch a new era in scientific collaboration.
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MBONE is an outgrowth of the first two expermental “audiocasts” which were run by the IETF in 1992, and its purpose is to support continued experimentation between IETF meetings.Mbone conferencing has grown exponentially, with traffic doubling about every eight months. Right now, more than 10,000 people in 30 contries are using it for collaborative work. ‘ Mbone coferencing will become as routine as e-mail. And this will happen much sooner than you think.’

(  TOPOLOGY OF MBONE

Within a continent, the MBONE topology will be a combination of mesh and star: the backbone and regional (or mid-level) networks will be linked by a mesh of tunnels among mrouted machines located primarily at interconnection points of the backbones and regionals. Some redundant tunnels may be configured with higher metrics for robustness.Then each regional network will have a star hierarchy hanging off its node of the mesh to fan out and connect to all the customer networks that want to participate.
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Between contents there are usually only one or two tunnels, perferably terminating at the closest point on the MBONE mesh.



 Figure 2.Gross topology of the Mbone in May of 1994

 

Structure

The Mbone is based around the use of the IP Multicast Protocol and the use of tunnels. At the moment, sections of the Mbone form a virtual network of “islands”, interconnected using tunnels over the physical Internet. Ordinary routers along a tunnel know nothing about the multicast IP packets they carry, as they are encapsulated in ordinary IP packets; multicast packets are transmitted point-to-point between multicast routers(mrouters). Once an mrouter receives a multicast packet, it plucks out the encapsulated packed and processes it as appropriate. This may involve using native LAN technology (such as Ethernet or FDDI) to multicast or broadcast the packet locally, and perhaps also re-encapsulating the packet to send it on to serveral more mrouters in the chain.
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Figure 3. Encapsulating multicast packets in normal IP datagrams

Since the current applications of the Mbone do not need reliable delivery or flow control, TCP is not used to transmit data. Instead, the Real-time Transport Protocol (RTP) is used. RTP provides sequenced datagram delivery, but makes no makes no guarantees about delivery, and does not provide flow control. The idea is that applications should generates as much data as their clients need “on the fly”, and that clients should be adaptable to varying degress of network lag.

(   APPLICATION

Many applications including distance learning and videoconferencing are natural users of multicast technology. Others like scientific data distribution, global resource announcement, and distributed simulation are emerging applications that will be hindered without native multicast support. The MBone is at present an extremely fragile network to research purposes, which loads the InterNet substantially. Nevertheless the MBone can become with the development of the InterNet on higher data transmission rates and a change from DVMRP to PIM a fixed constituent of the InterNet services.

In some cases, using multicast technology in place of multiple unicast streams improves the quality of existing applications.  In the case of videoconferencing, this may result in a higher frame rate or improved conference control.  In other cases, such applications as distributed virtual reality or multi-user scientific visualization are impossible to build without multicast due to the shear volume of data that needs to be transmitted.

MBONE today is used by several hundred researchers for developing protocols and applications for group communication. Multicast is used because it provides one-to-many and many-to-many network delivery services for applications such as videoconferencing and audio that need to communicate with several other hosts simultaneously.
At present, most MBONE applications are oriented towards group communication and productivity. Currently, most of the applications listed here make use of multicast UDP. It is expected that the recent adoption of the Real-time Transport Protocal as an RFC will lead to wider use of RTP for implementing multicast applications.

Session control

Multimedia Conference Control (mmcc) from the University of Southern 
California’s Information Sciences Institute (ISI)

Session Directory (sd) from LBL

  When MBONE “events” take place, they are advertised to all parties running a session control tool using multicast ;  users can then take part in the events themselves with the click of a mouse.

   The sd tool provides a straightforward front end to the internet Group Management Protocol (IGMP, described in RFC 1112), which allows users to have their workstations join and leave particular multicast groups.

Audio tools

Visual Audio Tool (vat) from Lawrence Berkeley Laboratories (LBL)

Network Voice Terminal(nvt) from the University of Massachusetts

  Audio is encoded uncompressed as 8Kb/s u-law data; compressed audio streams run at half, one quarter, or one eighth of that speed.

  LBL’s vat application allows users to communicate vocally over a segment of the MBONE; it uses a workstation’s built-in audio capabilities to encode sound from a user’s workstation and to play sound that it receives. Vat can be used for remote teleconferencing.
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 Firgure4. A sample session with vat (point-to-point only)

Video tools

Network Video(nv) from Xerox PARC

INRIA Videoconferencing System(ivs)

Videoconferencing tool (vic) from LBL

  Typical video resolution is 320x200, using either eight or 24 bits per pixel. Frame differencing and transform encoding are used to compress video streams, achieving a “typical” compression ratio of about 20:1. Frame rates vary with picture resolution, and with machine and network load.

Other applications

Multicast Usenet feeds(muse)

Whiteboard(wb) from LBL

IMM(a JPEG distribution system) from the University of Hawii

Multicast Transpot Protocol(RFC 1301).

Muse is a system for multicasting network news articles as they are posted at different sites, in contrast to the normal NNTP-based system used on the Internet.

Standard tool combinations

A combination of wb, vat and sd gives a “standard” multimedia setup for conferencing over the MBONE. 

(  PROTOCOLS

The magic of MBONE is that teleconferencing can be done in the hostile world of the Internet where variable packet delivery delays and limited bandwidth play havoc with applications that require some real-time guarantees. It is worth noting that only a few years ago puting audio and video across the Internet was considered impossible. Development of effective multicast protocols disproved that widespread opinion. In this respect MBONE is like the proverbial talking dog: it's not so much what the dog has to say, it's more that the dog can talk at all that is amazing. 
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In addition to the multicast protocols, MBONE applications are using the Real Time Protocol (RTP) on top of User Datagram Protocol (UDP) and IP. RTP is being developed by the Audio-Video Transport Working Group within the IETF. RTP provides timing and sequencing services; permitting the application to adapt and smooth out network-induced latencies and errors. The end result is that even with a time-critical application like an audio tool, participants normally perceive conversations as if they are in real-time, even though there is actually a small buffering delay to synchronize and sequence the arriving voice packets. Protocol development continues. Although operation is usually robust, many aspects of MBONE are still considered experimental. 

Like packages sent through the mail, communications sent over a network are broken down into small packets and wrapped with shipping and assembly instructions, called protocols.

(  Bandwidth
The key to understanding the constraints of MBONE is thinking about bandwidth. The reason why a multicast stream is bandwidth-efficient is that one packet can touch all workstations on a network. Thus a 125Kbps video stream (1 frame/second) uses the same bandwidth whether it is received by one workstation or twenty. That is good. However that same multicast packet is prevented from crossing network boundaries such as routers or bridges. The reasons for this restriction are religious and obvious: if a multicast stream which can touch every workstation could jump from local network to local network, then the entire Internet would quickly become saturated by such streams. That is very bad! Thus the MBONE scheme encapsulates multicast streams into unicast packets which can be passed as regular Internet protocol packets along a virtual network of dedicated multicast routers (mrouters) until they reach the various destination local area networks. The use of dedicated mrouters segregates MBONE packet delivery, protecting standard network communications such as mail and telnet from MBONE experiments and failures. Once properly established, an mrouter needs little or no attention. Given this robust distribution scheme, responsible daily use of the MBONE network consists only of making sure you don't overload your local or regional bandwidth capacity.

(  Networking Details

When a host on an MBONE-equipped subnet establishes or joins a group it announces that event via the Internet Group Management Protocol (IGMP). The multicast router on the subnet forwards it the other routers in the network. MBONE sessions use a tool developed by Van Jacobson of Lawrence Berkeley Laboratories called sd (session directory) to display the announcements by multicast groups. sd is also used for launching multicast applications and for automatically selecting an unused address for any new groups. 

Groups are disestablished when everyone leaves, freeingup the IP multicast address for reuse. The routers occasionally poll hosts on the subnets to determine if any are still group members. If there is no reply by a host, the router stops advertising that hosts group membership to the other multicast routers.

The routing protocols for MBONE are still immature andtheir ongoing design is a central part of this network experiment. Most MBONE routers employ the Distance Vector Multicast Routing Protocol (DVMRP) which is commonly considered inadequate for rapidly changing network topologies because routing information propagates too slowly. A multicast extension to the Open Shortest Path (MOSPF) link-state protocol has been proposed by John Moy of Proteon Inc. that addresses this problem. However, with both protocols each router must compute a source tree for each participant in a multicast group. MBONE is currently small enough that this restriction is not a problem. However, for a large network with constantly changing group memberships such routing techniques are 

expected to be computationally inefficient.

The Internet MBone (Multicast Backbone) is slowly replacing the unicast network. Multicasting is a network routing protocol that efficiently transmits data to multiple receivers. The arcs in this image represent virtual connections between multicast-capable routers.
· HOW TO CONNECT TO MBONE

The transmission service with which most network users are familiar is point-to-point, or unicast service. This is the standard form of service provided by networking protocols such as HDLC and TCP. Somewhat less commonly used (on wire-based networks, at any rate) is broadcast service. Over a large network, broadcasts are unacceptable (because they use network bandwidth everywhere, regardless of whether individual subnets are interested in them or not), and so they are usually restricted to LAN-wide use (broadcast services are provided by low-level network protocols such as IP). Even on LANs, broadcasts are often undesirable because they require all machines to perform some processing in order to determine  whether or not they are interested in the broadcast data. 

A more practical transmission service for data that is intended for a potentially wide audience is multicast. Under the multicast model on a WAN, only hosts that are actively interested in a particular multicast service will have such data routed to them; this restricts bandwidth consumption to the link between the originator and the receiver of multicast data. On LANs, many interface cards provide a 

facility whereby they will automatically ignore multicast data in which the kernel has not registered an interest; this results in an absence of unnecessary processing overhead on uninterested hosts. 

The MBone is an experimental framework for developing and refining multicast protocols and applications on the Internet. At the present 

time, it spans most of the continents of the world, although its scope within individual countries is limited and variable.

( DISADVANTAGE

Despite its explosive growth, the MBone has been difficult to access. This is because the routers that direct traffic around the Internet are unable to deal with multicast (MBone) addressing. Consequently, local and regional networks have had to be jury-rigged to patch individuals to an MBone session. New router software-- is coming onto the market that will automate the MBone. Soon, anyone on the Internet will be able to conference with everyone else on the Internet.

Caveats

Some problems still exist and a lot of work is still in progress. The audio interface takes coaching and practice. Leaving your microphone on by mistake may override everyone else since only one person can talk at a time. You will need a video capture board in your workstation to transmit video, but no special hardware is needed to receive video. One frame per second video seems pretty slow (standard video is 30 frames per second), but in practice it is surprisingly effective when combined with phone-quality voice. One user blasting a high-bandwidth video signal (greater than 125Kbps) can cause severe and widespread network problems. Controls on access to tools are rudimentary and security is minimal; for example, a local user might figure out how to listen through your workstation mike (unless you unplug it). Audio broadcast preparations are often just as involved as video broadcast preparations. Network monitoring tools are not yet convenient to use. Internet bandwidth is still inadequate for MBONE in many countries. On one occasion a local topology change at our school caused a feedback loop that overrode the NASA Select audio track. Although plenty of people were willing to point out the symptoms of our error (!) it was not possible for the rest of the network to cut off the offending workstation cleanly. More situations will undoubtedly occur as the MBONE developers and users learn more and continue to improve the tools. Expect to spend some time if you want to be an MBONE user.

· SECURITY

Security risks depend on the application. Most MBONE applications cannot be coaxed into writing to disk by arriving packets; they also do not run set-uid. One possible exception might be the LBL whiteboard, wb, since it contains a PostScript interpreter. As with any network application, it is possible for users to pick up an attractive-loooking multicast application that acts as a Trojan horse or virus.

Currently all MBONE applications use UDP.

While only machines that subscribe to a particular multicast address will receive multicast packets, multicast is at the IP layer and thus all UDP packets arriving with a given destination address will be accepted by the kernel. As an example, a host receiving audio on port 3456 at a certain multicast address will also unwittingly receive (possibly malicious) NFS packets sent to the same multicast address and different port. Thus, any filtering routers have to inspect the UDP payload with the IP-over-IP packet for unwanted UDP ports or non-UDP protocols.

If a tunnel crosses a protection boundary, IGMP packets (protocol2) and IP-in-IP(protocol 4)traverse the tunnel. Since IGMP is separate from regular routing, external users cannot influence the internal routing of unicast packets.

Sites that restrict incoming TCP and UDP triffic should be awere that MBONE traffic, without any action by internal users, may impose additional load on the network and thus impair the working of the internal network unit the appropriate mrouted daemons are terminated.

Since IP multicast can be received by anyone within TTL range of the sender, if privacy is desired has to encrpt the data.

It is quite easy to have multicast distributions be perceived as a denial of service attack on local networks.  Secure mechanisms are required to ensure that network operators have adequate capabilities

to manage multicast environments including being able to control who can send into a multicast group and who can subscribe to receive a group. Additionally implementations should honor source-specific IGMP prunes so that a denial of service attack can be pruned all the way to the first hop network segment.

( Global Multicast Session Parameters 

· The globally advertised sdr session name is dis-java-vrml. A copy of the sdr session directory cache file appears as sdrCacheDJVSession.txt, along with related inscrutable cache files archived in the sdr/cache/ subdirectory. 

PRIVATE
Channel 
Time-to-live (TTL) scope 
Stream 
Multicast address 
Port 
Application 
Expected bandwidth 









Connectivity check 

One or two entities, 
global (MBone-wide), 
24 hours/day, 
each providing 144-byte ESPDU/second streams 
Connectivity check is the default DIS PDU listening channel, 
fed only by devo.cs.nps.navy.mil (131.120.7.xxx) 

Clients use it to check for direct multicast backbone (or multicast relay) connectivity to clients. 

This is also the channel used for local (low ttl) testing of the second entity. Please do not use higher ttl values when sending on this channel! We want to keep bandwidth low enough for modem links. 







127 (global) 
DIS Entity State PDUs 
224.2.181.145 
62040 
see Examples page 
2300 bps 









Coordination 
The Coordination channel provides MBone audio/video/text tools for coordinating all DIS exercises. 







127 (global) 
Audio 
224.2.168.160 
20074 
rat 
64 Kbps 



Video 
224.2.220.5 
56414 
vic 
64 Kbps each 



Whiteboard 
224.2.167.219 
48947 
wb 
low 

Text NTE 
224.2.246.18 
58491 
nt 
low 











dis-java-vrml testing 

open to all entities 
24 hours/day 
low or high bitrates 
127 (global) 
DIS Entity State PDUs 
-not yet- 
-not yet- 
see Examples page 
to be determined 


dis-java-vrml testing will be for unrestricted sending, receiving and experimentation. 
Developing sensible test conventions requires further dialog and careful experimentation. 

Please ensure that your streams eventually time out and stop! 
We have built timeout limits into the libraries, you should not disable them. 






(  future
Once Internet2 is completed and must homes have high-speed connections, then MBone, Quick Time, and realmedia will all have much higher bandwiths available and we will all be watching "Televission" on our desktops. Until then, MBone will probly remain a player for local network use only through it can provide a nice connection to on-line seminars and presentations.

It is not every day that someone says to you "Here is a multimedia television station that you can use to broadcast from your desktop to the world." These are powerful concepts and powerful tools that tremendously extend our ability to communicate and collaborate. These tools are already changing the way people work and interact on the net. See you later! 

Next generation multicast backbone goals

Some of the high performance applications envisioned by the designers of Internet2 would benefit from the availability of a ubiquitous IP

multicast service.  Examples of these applications include distribution of software updates, propagation of realtime scientific data, efficient network news delivery, distance learning classes, and video conferences (local, regional, national, international).

The diversity of these applications requires that differential QoS support be inherent in the multicast services providing for requested characteristics of delay, reliability, and bandwidth as outlined in[I2 QoS doc].  Multicast distribution must be controllable according to the specifications outlined in the [I2 policy routing doc].

The multicast services must be robust.  The presence of multicast traffic on a network must not disproportionately degrade unicast traffic.

   1) The multicast service must provide 1-to-many communication, where

      many may reach into the tens of thousands.  In addition, the

      multicast service must be able to provide low delay many-to-many

      communication for groups consisting of hundreds of hosts.   And

      the multicast service must be able to provide best-effort service

      for many-to-many communication for groups consisting of thousands

      of hosts.

   2) IP Multicast functionality must be supported on all future media

      (Sonet rings, cable, etc).

( Reference
· www.cs.columbia.edu

· www-itg.lbl.gov/mbone

· st3.nsc.ru/~igor/mbone

· www.arl.hpc.mil/PET/training/slides/mbone
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