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 On a cold, grey, Monday morning Greg woke to the buzzing of his alarm clock.  He leaned over to shut it off when he quickly realized he was about an hour late.  He hurried through his normal routine.  The entire time, he cursed mornings, Mondays, and his alarm clock.  Just before bolting out the door he grabbed his cell phone.  After arriving to work about an hour late, he turned on his computer and settled into his first cup coffee.  The first thing he decided he had to do was to hit the web page for his house and check the configuration of his alarm clock.  He fired up the browser on his cell phone and typed in the IP address, 2031:0000:6887:0111:0900:0128:1145:9247. Moments later he was logged into his house and fixed his alarm clock.    


Sound like a glimpse into the distant and far-fetched future?  It maybe, but one thing that will make things like this easier is the use of Internet Protocol Version 6 (IPv6).  Internet Protocol Version 6 is a new standard within the protocol suite known as Transfer Control Protocol/Internet Protocol (TCP/IP), which allows computers to communicate with one another over the Internet.

This paper will provide an introduction to IPv6.  It will first provide a detailed definition of IPv6.  Then it will explain the advantages of IPv6 and show how to read an IPv6 address.  Lastly, the paper will cover the implementation of IPv6 and a brief discussion about it’s the future.

HISTORY

In order to better understand what IPv6 actually is, we need to cover some of the history of TCP/IP.  TCP/IP was originally developed by the Department of Defense’s Department for Advanced Research Projects Agency (DARPA).  The original implementation of TCP/IP used IPv0
.  The protocol only allowed for a few computers to have routable addresses on the network.  As the number of computers that needed access to DARPA’s network grew, the IP protocol was enhanced to meet its needs.  First there was IPv1, next IPv2, and so on until we reached the modern day standard of IPv4.  By this point, DARPA’s computer network became the prototype for the Internet.
 Throughout the late 1980’s and early 1990’s the demand for routable addresses needed on the Internet grew at a fierce rate.  The Internet Engineering Task Force (IETF) became aware of the global shortage of IPv4 addresses and technical obstacles in deploying new protocols due to limitations imposed by IPv4. 

As a result, discussions to find a new enhancement for the IPv4 standard began.  These discussions are outlined in several request for comments (RFCs), starting with number 1550.  After a large amount of discussion, in 1996, the finalized version of IPv6 (IP version 6) was settled upon.  The IPv6 base specification is spelled out in RFC 2460.

At some point you may wonder why we are going from IPv4 to IPv6, what about IPv5?  IPv5 never really existed.  The version number "5" in the IP header was assigned to identify packets carrying an experimental non-IP real-time stream protocol called “ST”.  ST was never widely used, but since the version number 5 had already been allocated, the new version of IP was given its own unique identifying number, 6.
   Interestingly enough, when IPv6 was first initiated in the RFC’s, it was commonly referred to as IPng for Internet Protocol Next Generation. 
DEFINITION
Now that you understand just a little bit of the history of IPv6, let’s examine what the IP protocol actually is.  As mentioned earlier, the IP protocol is part of the TCP/IP protocol.  TCP/IP is the protocol suite that is responsible for communication between computers all over the world. The IP protocol provides the delivery and addressing system that is fundamental to the TCP/IP protocol.  It provides two services.  First it provides a specific packet format.  Second, it is the delivery mechanism for data sent between systems running TCP/IP.  All of the other protocols in the TCP/IP suite depend on the IP protocol to carry out the function of moving packets across a network.

Now that we understand what the IP protocol is let’s take a look at the new IPv6 standard.  Within IPv6 the entire format for the packet has been rearranged.  It has been streamlined for efficiency.  IPv6 also introduces the concept of an extension header, allowing greater flexibility to support optional features (Figure 1). 
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Figure 1 IPv4 and IPv6 header formats

Fields in the IPv6 header are: 

· Version: 4-bit Internet Protocol version number, value = 6. 

· Traffic Class: 8-bit traffic class field, similar to type of service in IPv4. 

· Flow Label: 20-bit flow label, used to identify traffic flow for additional control on quality of service. 

· Payload Length: 16-bit unsigned integer, length of the IPv6 payload. 

· Next Header: 8-bit selector, used to identify the type of header immediately following the IPv6 header. 

· Hop Limit: 8-bit unsigned integer, decremented by 1 by each node that forwards the packet. The packet is discarded if Hop Limit is decremented to zero. 

· Source Address: 128-bit address of the originator of the packet. 

· Destination Address: 128-bit address of the intended recipient of the packet. 


IPv6 EXTENSION HEADERS
Options in IP4 are called extensions in IP6.  They are placed in a separate header after the actual header.  The “Next Header” field of the base IPv6 header as mentioned above, identifies the extension header.  Table 1 covers the extension header types.  If present, extension headers immediately follow the header field.  IPv6 extension headers have the following properties: 

· 64-bit aligned, with much lower overhead than IPv4 options. 

· No size limit except of the overall IPv6 packet size. 

· Processed only by the destination node unless the Hop-by- Hop header option is used.

Table 1 Extension Headers

	Extension name
	What it does

	Routing 
	Table 1 – Extension headers

Extended routing (like IP4 source route) 

	Fragmentation 
	Fragmentation and reassembly 

	Authentication 
	Integrity and authentication 

	Security encapsulation 
	Confidentiality 

	Hop-by-Hop Option 
	Special options which requires processing at every node 

	Destination options 
	Optional information to be examined by destination node only 


Figures 2 and 3 below show how the extension header works.  Figure two does not contain additional extensions and is indicated in the “Next Header” field.  Figure three shows the use of a singular extension, in this case a Routing header.  The next header field in the IP header indicates that a Routing header is going to follow.   Similarly, the next header field in the Routing header indicates that there are no further extension headers following and that the next will be a TCP header.   
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Figure 2 IPv6 Header without additional Extension Headers
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Figure 3 IPv6 Header with a single Extension Header

When multiple extension headers are present in a same IPv6 packet, they occur in this order: 

· The Hop-by-Hop Header: carries information that needs to be examined by all the nodes along the delivery path. When present, the Hop-by-Hop option always follows immediately after the basic IPv6 header. 

· The Destination Header: carries additional information that can be examined only by the destination node. 

· The Routing Header: used by the source node to list all the nodes the packet needs to traverse on the path to its destination. 

· The Fragmentation Header: used by the source to indicate that the packet has been fragmented to fit within the maximum transmission unit (MTU size).  In IPv6, unlike IP4, packet fragmentation and assembly are done by the end nodes instead of routers, which further improves the efficiency of the IPv6 network. 

· The Authentication and Encapsulating Security Payload Headers (AH and ESP): used in IPSec to provide security services to ensure the authentication, integrity, and confidentiality of a packet. 

ADVANTAGES
Now that you understand what IPv6 is, you can understand the benefits that the protocol provides.  First and foremost, the most important benefit that IPv6 brings to the TCP/IP suite is the increased number of routable addresses.  IPv4 allowed for 32 bit addressing.  As discussed earlier the need for more IP addresses has outgrown the limitations imposed by the 32 bit addressing space.  IPv6 allows for up to 128 bit addressing.  This means that we can have 2 to the128th power or 340,282,366,920,938,463,374,607,431,768,211,456 routable addresses.  This means 665,570,793,348,866,943,898,599 addresses for every square meter of earth! 

This large address space has other benefits as well.  For example, it allows for the allocation of large address blocks to ISPs and other organizations in a hierarchical fashion.  This enables an ISP or enterprise organization to aggregate the prefixes of all its customers (or internal users) into a single prefix and announce this one prefix to the IPv6 Internet.  This will reduce the size of routing tables everywhere.

IPv6 enhances routing capabilities in other ways as well.  To begin with, IPv6 maintains and extends support for a couple of routing protocols like Interior Gateway Protocols (IGPs) and Exterior Gateway Protocols (EGPs).  Secondly, even though the IPv6 header is larger, its format is simpler than that of the IPv4 header.  The IPv6 header removes the IPv4 fields for Header Length (IHL), Identification, Flags, Fragment Offset, Header Checksum, and Padding, which speeds processing of the basic IPv6 header.  Also, all fields in the IPv6 header are 64-bit aligned, taking advantage of the current generation of 64- bit processors. 

Another benefit of IPv6 is the fact that IPSec is a mandatory part of the protocol suite.  IPv6 provides security extension headers, making it easier to implement encryption, authentication, and virtual private networks (VPNs).  By providing globally unique addresses and embedded security, IPv6 can provide end-to-end security services such as access control, confidentiality, and data integrity with less impact on network performance. 
Another feature that is embedded in the IPv6 protocol is support for auto configuration and address renumbering.  Both have become increasingly important to accommodate mobile services (data and voice) and Internet capable appliances.  The auto configuration feature enables a large number of IP hosts to easily discover the network and obtain new, globally unique IPv6 addresses. 

The auto configuration feature also lends itself to the proposed Mobil IP protocol.  Within Mobile IP, IPv6 mobile Internet users are able to obtain seamless handoffs of clients without the need for Foreign Agents.  In addition, the binding process allows the Correspondent Node to communicate directly with the Mobile Node, avoiding the overhead of triangular routing required in IPv4.  The result is a much more efficient Mobile IP architecture in IPv6

HOW TO READ AN IPv6 ADDRESS
Now that you know what IPv6 is and the benefits of it, I think one of the neatest things about the protocol is how to read an IPv6 address in long and short form.  As we all know IPv6 addresses consist of eight sets of four hexadecimal divided by colons (“:”).  At this point I must point out that the IPv6 protocol allows each node on a network to support three different IP address.  It allows one address per type of communication (unicast, multicast and anycast).  As a result the IP address numbers are not just octal in nature but hexadecimal. For example: 2031:0000:1F1F:0000:0000:0100:11A0:ADDF.  

To make things more interesting, IPv6 has a shorthand format for writing the address.  For instance, all leading zeros can be removed.  Also, when you have four zeros they are compressed into a single zero (0000 = 0).  Also a double colon “::” represents one or more groups of 16 bits zeros, and can only appear once in an address. For example, 2001:0:13FF:09FF:0:0:0:0001 = 2001:0:13FF:09FF::1.  Finally, the later half of the address can use decimal representation of IPv4 addresses.  For example, an IPv4-compatible IPv6 address is 0:0:0:0:0:0.192.168.0.1. or simply 0::192.168.0.1.
IMPLEMENTATION

So now you understand what IPv6 is and what you are going to gain from it.  Guess what, the biggest drawback to IPv6 is implementing it.  It is hard, costly, and time consuming. To that end, when the IETF ratified the standard, thankfully, they designed it to be interoperable with current IPv4 devices and software.  This allows you to migrate your existing computer systems slowly over time.
As with most migrations/implementations there are three types of devices that are affected: Clients, Servers, and Network gear.  Each class of equipment gets progressively harder to configure as we go along.  Therefore, it is understandable that implementation for most client devices such as PCs are relatively straight forward.  Operating systems like Windows XP, OS 10.2, as well as most flavors of UNIX already support IPv6 with a few modifications.  Just install the software upgrades for all of your devices, turn the services on and boom, there you go.  

Unfortunately, this is not a universal condition.  Not every client and end user device can be patched to handle IPv6 addresses.  An excellent example are printers.  There are very few (if any) printers or print servers that can handle an IPv6 address.  In addition, if you are running an OS that was not listed earlier it is hit or miss in terms of drivers, software, and accessibility to IPv6 resources.  This may not be a show stopper because you could easily establish subnets of IPv4 devices otherwise known as an IPv4 island, but it will require a lot more planning in terms of network configuration and work.
Servers start out being just like client devices usually requiring some simple patches and services to be installed.  However they require a little more work than that.  As a general rule servers are older devices and as such usually are not running the latest OS.  As a result, they may not be able to be converted over to IPv6 addressing schemes. As with non-IPv6 client OS’s, this is not a show stopper but performance and network design definitely require some consideration.  
Also, servers that assist in routing like WINS and DNS will require several hours of work to modify their information tables.  The IETF has already specified the DNS records of IPv6 addresses shall have an “AAAA” record type.

The third class of equipment, Network Gear, are going to require the most work.  Many devices will have to be upgraded in order to be able to hand the IPv6 traffic.  Of the devices that can be upgraded, many will have to be configured manually to accept IPv6 traffic.  Also, because IPv4 traffic is not expected to die out for some time, IPv6 networks have to be able to work with them to exchange data.  To enable this compatibility there are several different mechanisms.  However they all fall into three camps: Dual stacking, Tunneling, and Network Address Translation (NAT).
The practice of dual stacking consists of establishing routing tables and routing information for both IPv4 and IPv6 addresses.  In practice, a router interface would need to be able to identify both types of traffic and to direct that traffic to the correct location.  To implement dual stacks, you’ll need to program router interfaces, as well as, address resolution servers to have IP addresses in both forms.  This does take a lot of work and will continually require maintenance but it offers the best interoperability between the two IP address types.  

Tunneling is the art of encapsulating IPv6 datagrams in an IPv4 datagram or vice versa.  The encapsulation takes place at the point of origin and a tunneling router would strip off the IPv4 header from the IPv6 datagram at the destination.  One of the advantages of the tunneling approach is ease of communication among IPv6 hosts and nodes via legacy networks. Another advantage of tunneling is that it provides an effective infrastructure for testing.  This approach also enables you to set up a private test network that’s connected to other test networks, without disrupting your existing IPv4-based network. 

A drawback of tunneling is the additional header traffic burden, which could impair network performance.  It’s important to determine in advance whether your Wide Area Network (WAN) can support this burden.
NAT or the practice of private addressing is the creation of a private address scheme behind an IPv4 network.  The IPv4 network would be the only access point that the IPv6 network would have to the Internet and vice versa.  This approach is very similar to tunneling however instead of network gear doing the translation it is typically done by a proxy server.
THE FUTURE OF IPv6

Thanks to Network Address Translation (NAT) and the widespread deployment of DHCP and other address-reuse mechanisms the pressure to go to IPv6 has cooled considerably.  This is not to say that IPv6 is not coming, in fact earlier this year we saw the Internet Corporation for Assigned Names and Numbers (ICANN), which is the group in charge of allocating IP addresses, issue out the first IP addresses and domain names for IPv6 networks. However, it will take time before we have to worry about it.

Another reason it will come to the United States last is because we as a nation have the most IPv4 addresses already registered with the Internic and ICANN.  As shown in Table 2, the united States have more IPv4 addresses than the next ten countries combined.  As a result, it is a bit of the “have’s” vs. the “have not’s”.  The have not’s are the countries that are really pushing to have IPv6 addresses.  

CONCLUSION

In conclusion, you now have a better understanding of what IPv6 is and how it differs for IPv4.  You have seen how IPv6 will help your organization and what its advantages and disadvantages are.  The sad truth is that the evolution and implementation of IPv6 is very slow in coming.  There are very few hardware, software, or communications companies who have adopted IPv6.  The complex setups and costs associated with the standard make it desirable to only the largest firms.  In addition, the lack of a flag day means that IPv4 will survive longer than it should.  
Perhaps a more compelling reason for converting to IPV6 lies in its ability to support hierarchical address aggregation, which as mentioned earlier, allows for routing functions to be handled similarly to the way DNS hierarchy works, greatly economizing on the number of routes that routers must remember.   Router vendors and service providers have complained about route proliferation ever since the Internet became popular, but the usual firepower of MIPS, ASICs, and RAM have so far kept up with the inelegant geographical and administrative distributions of IPv4 addresses.

	Table 2 IPv4 address assigned by NICs ranked by country. The statistics is provided by Cyber Area Research K.K.
Rank
Country Code
Country Name
IPv4 address asigned
Share
1 
US 
The United States 
1,246,274,560 
66.90% 
2 
JP 
Japan 
103,830,016 
5.57% 
3 
CA 
Canada 
62,013,952 
3.33% 
4 
GB 
The Great Britain 
50,894,080 
2.73% 
5 
DE 
Germany 
48,699,648 
2.61% 
6 
FR 
France 
37,210,112 
2.00% 
7 
CN 
China 
30,719,744 
1.65% 
8 
NL 
The Netherlands 
28,527,872 
1.53% 
9 
KR 
Korea 
26,208,768 
1.41% 
10 
UK 
The United Kingdom 
26,112,000 
1.40% 
11 
AU 
Australia 
23,090,944 
1.24% 
12 
IT 
Italy 
14,213,120 
0.76% 
13 
SE 
Sweden 
13,274,624 
0.71% 
14 
TW 
Taiwan 
11,892,992 
0.64% 
15 
BR 
Brazil 
10,902,784 
0.59% 
16 
CH 
Switzerland 
10,155,520 
0.55% 
17 
ES 
Spain 
9,752,320 
0.52% 
18 
NO 
Norway 
8,471,040 
0.45% 
19 
ZA 
South Africa 
8,154,880 
0.44% 
20 
FI 
Finland 
7,926,016 
0.43% 
21 
RU 
Russia 
6,554,112 
0.35% 
22 
MX 
Mexico 
5,775,360 
0.31% 
23 
AT 
Austria 
5,324,288 
0.29% 
24 
DK 
Denmark 
4,843,520 
0.26% 
25 
HK 
Hong Kong 
4,694,272 
0.25% 
26 
BE 
Belgium 
4,644,608 
0.25% 
27 
PL 
Poland 
4,014,848 
0.22% 
28 
NZ 
New Zealand 
3,885,824 
0.21% 
29 
IN 
India 
2,683,136 
0.14% 
30 
IL 
Israel 
2,583,808 
0.14% 
31 
TR 
Turkey 
2,508,288 
0.13% 
32 
CL 
Chile 
2,320,896 
0.12% 
33 
CZ 
Czech 
2,255,360 
0.12% 
34 
SG 
Singapore 
1,958,912 
0.11% 
35 
AR 
Argentina 
1,953,792 
0.10% 
36 
GR 
Greece 
1,944,064 
0.10% 
37 
TH 
Thailand 
1,782,016 
0.10% 
38 
MY 
Malaysia 
1,758,976 
0.09% 
39 
HU 
Hungary 
1,737,984 
0.09% 
40 
IE 
Ireland 
1,692,160 
0.09% 
41 
PT 
Portugal 
1,597,952 
0.09% 
42 
VE 
Venezuela 
1,203,968 
0.06% 
43 
ID 
Indonesia 
1,013,248 
0.05% 
44 
EG 
Egypt 
852,224 
0.05% 
45 
RO 
Romania 
823,296 
0.04% 
46 
SK 
Slovak 
797,440 
0.04% 
47 
UA 
Ukraine 
692,480 
0.04% 
48 
PH 
Philippines 
636,416 
0.03% 
49 
IR 
Iran 
581,888 
0.03% 
50 
BG 
Bulgaria 
566,016 
0.03% 
51 
SA 
Saudi Arabia 
553,216 
0.03% 
52 
LU 
Luxemburg 
545,024 
0.03% 
53 
IS 
Iceland 
471,296 
0.03% 
54 
LV 
Latvia 
462,848 
0.02% 
55 
SI 
Slovenia 
459,264 
0.02% 
56 
YU 
Yugoslavia 
455,168 
0.02% 
57 
CO 
Columbia 
454,400 
0.02% 
58 
KW 
Kuwait 
426,496 
0.02% 
59 
AE 
U. A. E. 
411,136 
0.02% 
60 
PE 
Peru 
404,736 
0.02% 
61 
LT 
Lithuania 
352,256 
0.02% 
62 
EE 
Estonia 
348,160 
0.02% 
63 
HR 
Croatia 
286,976 
0.02% 
64 
PK 
Pakistan 
205,056 
0.01% 
65 
PR 
Puerto Rico 
194,304 
0.01% 
66 
BO 
Bolivia 
189,696 
0.01% 
67 
MT 
Malta 
180,480 
0.01% 
68 
GU 
Guam 
168,704 
0.01% 
69 
KZ 
Kazakhstan 
155,648 
0.01% 
70 
BN 
Brunei 
152,064 
0.01% 
71 
UY 
Uruguay 
148,224 
0.01% 
72 
MA 
Morocco 
147,456 
0.01% 
73 
PA 
Panama 
145,664 
0.01% 
74 
LK 
Sri Lanka 
144,384 
0.01% 
74 
JO 
Jordan 
131,072 
0.01% 
76 
KP 
Korea (North) 
131,072 
0.01% 
77 
CY 
Cyprus 
129,024 
0.01% 
78 
EC 
Ecuador 
123,392 
0.01% 
79 
MK 
Macedonia 
122,880 
0.01% 
80 
CR 
Costa Rica 
115,456 
0.01% 
81 
BD 
Bangladesh 
104,448 
0.01% 
82 
GT 
Guatemala 
99,584 
0.01% 
83 
OM 
Oman 
98,304 
0.01% 
84 
VN 
Vietnam 
83,456 
0.00% 
85 
SV 
El Salvador 
82,688 
0.00% 
86 
CU 
Cuba 
75,520 
0.00% 
87 
FJ 
Fiji 
74,496 
0.00% 
88 
CM 
Cameroon 
74,240 
0.00% 
89 
NI 
Nicaragua 
73,216 
0.00% 
90 
BA 
Bosnia and Herzegovina 
69,632 
0.00% 
90 
KE 
Kenya 
69,632 
0.00% 
92 
NG 
Nigeria 
69,632 
0.00% 
93 
GN 
Guinea 
66,560 
0.00% 
94 
BY 
Belarus 
65,536 
0.00% 
94 
DZ 
Algeria 
61,696 
0.00% 
96 
GE 
Georgia 
61,440 
0.00% 
97 
LB 
Lebanon 
59,392 
0.00% 
98 
PS 
Palestine 
53,248 
0.00% 
99 
KG 
Kyrgystan 
45,056 
0.00% 
99 
MD 
Moldova 
45,056 
0.00% 
101 
TN 
Tunisia 
41,216 
0.00% 
102 
AZ 
Azerbaijan 
40,960 
0.00% 
102 
BM 
Bermuda 
40,960 
0.00% 
102 
GI 
Gibraltar 
40,960 
0.00% 
105 
NP 
Nepal 
39,424 
0.00% 
106 
MN 
Mongolia 
38,912 
0.00% 
107 
BB 
Barbados 
37,632 
0.00% 
107 
GH 
Ghana 
37,632 
0.00% 
109 
MO 
Macau 
37,120 
0.00% 
110 
AM 
Armenia 
36,864 
0.00% 
111 
TT 
Trinidad and Tobago 
33,536 
0.00% 
112 
MC 
Monaco 
28,672 
0.00% 
113 
DO 
Dominican Republic 
26,368 
0.00% 
114 
UZ 
Uzbekistan 
24,576 
0.00% 
114 
BH 
Bahrain 
20,480 
0.00% 
114 
BS 
Bahamas 
20,480 
0.00% 
114 
LI 
Liechtenstein 
20,480 
0.00% 
118 
NC 
New Caledonia 
20,480 
0.00% 
119 
PG 
Papua New Guinea 
18,176 
0.00% 
120 
NA 
Namibia 
17,408 
0.00% 
120 
CI 
Cote dßfIvoire 
16,384 
0.00% 
120 
ET 
Ethiopia 
16,384 
0.00% 
120 
FO 
Faroe Islands 
16,384 
0.00% 
120 
LY 
Libyan Arab Jamahiriya 
16,384 
0.00% 
120 
QA 
Qatar 
16,384 
0.00% 
126 
LA 
Laos 
12,544 
0.00% 
127 
KH 
Cambodia 
12,288 
0.00% 
127 
MM 
Myanmar 
12,288 
0.00% 
127 
TZ 
Tanzania 
12,288 
0.00% 
130 
MU 
Mauritius 
10,752 
0.00% 
131 
SN 
Senegal 
10,496 
0.00% 
132 
SY 
Syria 
10,240 
0.00% 
133 
JM 
Jamaica 
9,728 
0.00% 
134 
BF 
Burkina Faso 
8,704 
0.00% 
134 
PF 
French Polynesia 
8,704 
0.00% 
134 
SB 
Solomon Islands 
8,704 
0.00% 
137 
WS 
Samoa 
8,448 
0.00% 
138 
AD 
Andorra 
8,192 
0.00% 
138 
AN 
Netherlands Antilles 
8,192 
0.00% 
138 
BT 
Bhutan 
8,192 
0.00% 
138 
CK 
Cook Islands 
8,192 
0.00% 
138 
GL 
Greenland 
8,192 
0.00% 
138 
GM 
Gambia 
8,192 
0.00% 
138 
HT 
Haiti 
8,192 
0.00% 
138 
NR 
Nauru 
8,192 
0.00% 
138 
SD 
Sudan 
8,192 
0.00% 
138 
SM 
San Marino 
8,192 
0.00% 
138 
TV 
Tuvalu 
8,192 
0.00% 
138 
UG 
Uganda 
8,192 
0.00% 
138 
VA 
Holy See (Vatican) 
8,192 
0.00% 
138 
YE 
Yemen 
8,192 
0.00% 
152 
MZ 
Mozambique 
6,400 
0.00% 
153 
PY 
Paraguay 
6,144 
0.00% 
153 
ZW 
Zimbabwe 
6,144 
0.00% 
155 
HN 
Honduras 
4,352 
0.00% 
156 
AL 
Albania 
4,096 
0.00% 
156 
AO 
Angora 
4,096 
0.00% 
156 
BJ 
Benin 
4,096 
0.00% 
156 
GA 
Gabon 
4,096 
0.00% 
156 
LS 
Lesotho 
4,096 
0.00% 
156 
ML 
Mali 
4,096 
0.00% 
156 
MP 
Northern Mariana Islands 
4,096 
0.00% 
156 
MV 
Maldives 
4,096 
0.00% 
156 
PW 
Palau 
4,096 
0.00% 
156 
SL 
Sierra Leone 
4,096 
0.00% 
156 
TG 
Togo 
4,096 
0.00% 
156 
TM 
Turkmenistan 
4,096 
0.00% 
156 
VU 
Vanuatu 
4,096 
0.00% 
169 
BW 
Botswana 
1,024 
0.00% 
169 
IO 
British Indiana Ocean Territory 
1,024 
0.00% 
169 
KI 
Kiribati 
1,024 
0.00% 
169 
SR 
Surinam 
1,024 
0.00% 
173 
BZ 
Belize 
256 
0.00% 
173 
GD 
Grenada 
256 
0.00% 
173 
NE 
Niger 
256 
0.00% 
173 
SZ 
Swaziland 
256 
0.00% 
173 
TO 
Tonga 
256 
0.00% 
 
 
N.A. 
345,088 
0.02% 
Total 
1,858,318,336 
100.00% 
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