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Chapter 1 – Growth of Electronic Mail

Introduction

The growth of the Internet has caused a big development in global communications. Electronic Mail is now taking on great importance, helping personal contact. Thanks to this service, there are many users sending and receiving much information, sometimes, personal data. For those with access, email has revolutionized communications in a way no one had foreseen even a few years ago. Where "snail mail" might take several days or even weeks, email is delivered nearly instantaneously. Email stresses content over form as it is basically limited to plain text. 

Electronic Mail is made possible by networking computer technologies. It uses computer text editing and communication tools to provide a high-speed message service. Electronic Mail was designed in American Universities some years ago, as a simple kind of message delivery. Hence, the data flow is not protected. It was one of the first uses of the Internet and it is still the most popular one. A large percentage of the total traffic over the net is E-mail. 

The Internet is formed by several thousands of computer networks, belonging to various and different entities. E-mail messages travel through the net thanks to many diverse mail servers, with the possibility of leaving copies of themselves in each one of those. 

That is due to the use of the so-called mail gateway process where two or more electronic mail systems are connected in order to permitting the transferring of messages between them. Because this process can be quite complex, it generally requires a store and forward scheme whereby the message is received from one system completely before it is transmitted to the next one. The period of time that a packet is held by a network device before it is forwarded, is knows as latency. 

These packets include a pair of numbers that represent their origin and destination. They are the so-called IP addresses . Because these addresses are unique, the tracing down of the addresser and the addressee of the message is quite simple. 

Chapter 2 –  How e-mail Works

A message is composed in an email program, and sends it to a mail server (a host computer providing mail service) using a protocol called SMTP (Simple Mail Transfer Protocol) 

The mail server uses SMTP to send the email on to the appropriate mail server for the recipient 

The receiving mail server places the email message in the incoming message queue, or inbox belonging to the recipient 

The recipient retrieves their mail using one of several protocols and finds the message in their inbox or new mail folder.

Email Format 

E-mail messages follow a specific format. 

Date: (automatically inserted by the system) 

From: (who sent the message) 

To: (whom the message is to) 

Cc: (copy/copies to these addressees, also) 

Bcc: (copy/copies to these addressees without their name/address appearing anywhere on the message) 

Attach: (attachments to the message) 

Subj.: (the subject of the message) 

Body of the the message...

Reading Mail
There are four valid options as to how to retrieve and read your email: 

On the server 

Using a terminal or telnet connection, we can use programs that run on the server to read our mail directly from the incoming mail queue where the server places it. These are generally character-based programs. They allow you to manage your mail on the server and sort your mail into folders that remain on the server 

Advantages 

· Email can be read  from any Internet-capable computer anywhere, anytime 

· Keep email you save on the server 

Disadvantages 

· Character-based interface only; no drag & drop, etc. 

· Attachments are extracted to the server and must be attached from the server 

Using POP mail (Post Office Protocol) 

POP mail clients are programs that run on your local personal computer or workstation and download the contents of your incoming mail queue from the server onto your computer. Most are graphical programs with user-friendly interfaces. All mail is retained in folders on your own computer. Outgoing mail is written on your own computer and sent to the SMTP server; any attachments are sent from your own computer locally. 

Advantages 

· Graphical interface 

· Manage email on your own PC 

· Attachments easy to manage 

Disadvantages 

· Cannot read your email anywhere other than at your own computer 

· Long downloads when mailbox is full or with large attachments (not a problem on networks but can be serious over a modem) 

· Risk of virus infection from executable attachments 

Using IMAP (Internet Mail Access Protocol) 

An IMAP client is very similar to a POP mail client. IMAP allows you to download only the headers from your email; the messages are then downloaded only as you read them. You can read a message without downloading the attachments. If you delete a message, it is deleted on the server. You have the option of sorting your messages into folders on the server; you can also choose to store them on your own computer. Outgoing mail is written on your own computer and sent to the SMTP server; any attachments are sent from your own computer locally. 

Advantages 

· Read your email from any Internet-capable computer anywhere, anytime 

· Keep email you save on the server 

· Graphical interface 

· Attachments easy to manage 

Disadvantages 

· Must have a properly configured graphical client installed on the computer you will use to read your mail. 

Using the World Wide Web 

Various Web-based email interfaces allow you to receive and send mail using your Web browser. A great many of these are offered as free services by Web portals as an incentive to come to their site. Some of the companies offering these services include Yahoo, Altavista, Hotmail and many more.
Advantages 

· Read your email from any Web browser, anywhere, anytime 

· Keep email you save on the server 

Disadvantages 

· Services tend to be slow

Chapter 3 – Simple Mail Transfer Protocol

Protocol

Overview

Simple Mail Transfer Protocol (SMTP), documented in RFC 821 is Internet's standard host-to-host mail transport protocol and traditionally operates over TCP. 

SMTP uses a style of asymmetric request-response protocol popular in the early 1980s, and still seen occasionally, most often in mail protocols. The protocol is designed to be equally useful to either a computer or a human. From the server's viewpoint, a clear set of commands is provided and well documented in the RFC. For the human, all the commands are clearly terminated by new lines and a HELP command lists all of them. From the sender's viewpoint, the command replies always take the form of text lines, each starting with a three-digit code identifying the result of the operation, a continuation character to indicate another lines following, and then arbitrary text information designed to be informative to a human. 

If mail delivery fails, sendmail (the most important SMTP implementation) will queue mail messages and retries delivery later. However, a backoff algorithm is used, and no mechanism exists to poll all Internet hosts for mail, nor does SMTP provide any mailbox facility, or any special features beyond mail transport. For these reasons, SMTP isn't a good choice for hosts situated behind highly unpredictable lines (like modems). A better-connected host can be designated as a DNS mail exchanger, then arrange for a relay scheme. Currently, there are two main configurations that can be used. One is to configure POP mailboxes and a POP server on the exchange host, and let all users use POP-enabled mail clients. The other possibility is to arrange for a periodic SMTP mail transfer from the exchange host to another, local SMTP exchange host which has been queuing all the outbound mail. Of course, since this solution does not allow full-time Internet access, it is not too preferred. 

Chapter 4 – Electronic Mail Privacy

Protocol

To provide privacy of electronic mail, mechanisms are needed to assure both sender and receiver that messages are confidential, that messages are from an authentic source, that messages have not been altered or corrupted, and that the sender cannot repudiate (disown) the message.

The most popular techniques are Pretty Good Privacy (PGM) and Privacy Enhanced Mail (PEM)

Pretty Good Privacy (PGP) is a high security cryptographic software application for MSDOS, Unix, and other computers. PGP allows people to exchange files or messages with privacy, authentication, and convenience. Privacy means that only those intended to receive a message can read it. Authentication means that messages that appear to be from a particular person can only have originated from that person. Convenience means that privacy and authentication are provided without the hassles of managing keys associated with conventional cryptographic software. No secure channels are needed to exchange keys between users, which makes PGP much easier to use. This is because PGP is based on a powerful new technology called "public key" cryptography.

PGP is an encryption and digital signature utility for adding privacy to electronic mail and stored data. Phil Zimmermann designed PGP in the early 1990s on the principle that e-mail, like conversations, should be private. In addition, both sender and receiver need assurances that messages are from an authentic source, that messages have not been altered or corrupted, and that the sender cannot repudiate (disown) the message. PGP also provides a tool to encrypt information on disk.

PEM was one of the first standards for securing the text of e-mail messages. PEM was defined as a way to encrypt 7-bit text messages. It also defined a hierarchical structure for distributing and verifying digital signatures. PEM specifies a public-key infrastructure for key exchange over large networks like the Internet. When MIME (Multipurpose Internet Mail Extension) was introduced as a way to add binary attachments to e-mail, PEM became less important because of its support for only 7-bit text messages. 

INTRODUCTION TO PGP

PGP is a program that uses encryption to protect the privacy of email and the files that are stored on the computer. PGP can also be used as a tamper proof digital signature system, allowing you to prove that files or electronic mail messages have not been tampered with.

PGP can do the following:

· Encrypt files: PGP can encrypt files using IDEA – A powerful private key encryption algorithm. Once encrypted, the file can be decrypted using pass phrase.

· Create secret and public keys needed to encrypt and sign the messages sent and decrypt messages received.

· PGP can be used to create and maintain a database containing the public keys of the people we correspond to.

· Send and receive encrypted mail.

· Use digital signatures. You can use PGP to electronically sign people’s public keys.

Why PGP? The Case for Encryption

More than a hundred million electronic messages traverse the world’s computer networks day. Unfortunately, most of the electronic mail is vulnerable. 

The Internet is doubling in size everyday. Electronic mail is one of the reasons for its fantastic growth. It is lightening fast and nearly free. Today, contracts, business plans, proposals and even book manuscripts are sent by emails.

Although email is similar to paper mail, there is one important distinction. Emails can be more easily intercepted and copied without the knowledge of either the sender or the recipient.  Figure below shows the threats to the messages we send.

1. Wiretapped during transmission.

2. Stolen while waiting at the server

3. Intercepted while displayed on screen.
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· If the message travels over a network, it passes through many computers and each computer along the way can make a copy.

· When the message arrives at its destination, it waits until the intended recipient picks it up. During this time, the message is vulnerable to being read or copied by the computers operator.

· Depending on how the recipient reads his message, the message may be susceptible to electronic eavesdropping.

Your Mail Can Go Astray

In June 1994, the following mail was seen in the mailbox of one of the professors at the University of Tennessee.

Date: Wed, 15 June 1994 16:20:31 –0500

From: mailcoll@austin.ibm.com
Subject: Misdirected IBM mail

One of IBM’S electronic mail distribution nodes experienced a problem routing mail form Wednesday, June 8, 1994, through June 9th, 7:00 P: M. This may have resulted in you receiving proprietary information that was not intended for you. If you have received such information, please return it to the following Internet address without making copies. 

mailcoll@austin.ibm.com
If you have already deleted such mail, please respond back to this email clarifying the same. If you are not sure that you have received certain information or for any other related information, please call Mary lamb at (512) 433 2344.

Dana Turner

IBM Corporation

The professor forwarded this mail to many with a wry comment: Imagine if CIA sent such a mail when one of their secrets got out.

Electronic mail incidents in which email is accidentally misdirected or intentionally intercepted are becoming more and more common. The insecurity of electronic mail has been a problem since email was first exchanged.

Chapter 5 – Basic PGP Terminology

Protocol

Keys: Public, Secret and Session

The security to all encryption systems is based on a cryptographic key. The key is literally the key to cryptography’s electronic lock. 

The public key

You can use another person’s public key to encrypt a message for that person; only that person can decrypt and read it. That person uses that public key to encrypt messages that only you can decrypt and read. The key is called public key because you can make it public without compromising the security of your system.

The secret key

Secret key can be used to decrypt messages that have been encrypted using your public key. The key is called the secret key or private key because you can keep it secret.

Unfortunately every public key system ever designed has the problem of being computationally intensive and often slow to use. 

The Session Key

The session key is randomly generated for every message encrypted with PGP’s public key encryption system. PGP handles session keys automatically.

Key Certificates

PGP keeps each public key in a key certificate. Each key certificate contains:

· The public key itself

· One or more user ID’s for the key’s creator( usually that persons name and email ID)

· The date the key was created

· Optionally, a set of digital signatures on the key.

Key Rings

PGP keeps all the public keys for the people you communicate with in a single file called the key ring. Using one file for everyone’s public keys is more efficient than keeping each key in its own file. Storing key in a key ring shortens the time it takes to search for someone’s public key. It is faster to search for a public key in a single file than to open and read the contents of dozens of hundreds of files.

Pass Phrases

Each time a public key/secret key pair is created, PGP asks you to create pass phrase. PGP pass phrase has many functions the most important being it decrypts the secret key that is stored on your secret key ring. This pass phrase provides yet another layer of security for messages encrypted with PGP; if someone doesn’t know the pass phrase, they cannot use your secret key.

Pass phrase is similar to the password on a computer system because it controls access to some functions of the PGP application. PGP pass phrases are used under many circumstances:

· For decrypting messages sent to you

· When you start to sign a secret key with your message, PGP again asks you for your secret pass phrase, which it uses to decrypt your secret key so that you can sign the message.

· When you start to encrypt a file using private key cryptography, PGP asks for a pass phrase for the file.

Digital Signatures:

PGP has a powerful system for signing electronic documents called digital signatures. Without digital signatures, there is no way to tell if an electronic message is authentic or not. Using desktop publishing and emails, anyone can forge names and letterheads.

Digital signatures have many possible uses:

· They can be used to prevent someone form changing critical information in electronic mail that you send and then claiming you are the author of the changed mail.

· Digital signatures prevent forgery of emails or news postings.

· Companies to distribute price lists and catalogs containing verified prices can use digital signatures.

· Organizations can use digital signatures to sign official announcements, press releases and rules and regulations.

Digital signatures are so swift and nifty that they should be stamped on every document you create and every email message you send.

Chapter 6 – Recommendations & Conclusions

ProtoProtocol

Electronic mail (e-mail) is probably the most common application used on enterprise networks and the Internet. Some enterprise networks were built with e-mail in mind. Messaging has many obvious benefits. If a person isn't available to pick up a message immediately, the message is held in an e-mail box until it can be picked up. Files can be exchanged by attaching them to messages. Today, collaborative applications are built upon electronic messaging systems and messaging has become an important part of network applications. 

As an individual, we can protect ourselves from email invasion of privacy by not sending confidential or personal information via email and deleting mail after reading. One should use a separate account for personal or confidential messages, preferably one with an Internet Service Provider (ISP) and also Encrypt confidential messages . The most secure way to keep your email private is to encrypt confidential messages. Encryption allows you to translate a message or file into code that the recipient then decodes. 
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