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Chapter 13 Solutions

Activities
Activity 13-1
No specific answer is required, but students should be able to use EFS to protect files.

Activity 13-2
No specific answer is required, but students should be able to disable processing of scripts in IIS.

Activity 13-3
No specific answer is required, but students should be able to create a policy to configure wireless workstations.

Activity 13-4
No specific answer is required, but students should be able to view the default security settings in Setup security.inf.

Activity 13-5
No specific answer is required, but students should be able to compare the default security level of a server to the hisecws.inf template.

Activity 13-6
No specific answer is required, but students should be able to configure Automatic Updates to download and install patches automatically.

Review Questions

1. What type of security would prevent a hacker from using a boot floppy to reset the Administrator password?
Answer: A

2. What network security mechanism is responsible only for verifying the identity of a user?
Answer: B

3. How many networks must exist for a DMZ to be used?
Answer: C

4. When a DMZ is used where are Internet accessible servers hosted?
Answer: D

5. Which data security mechanism restricts access to files only when they are accessed across the network?
Answer: B

6. Which data security mechanism logs access or attempted access to resources?
Answer: C

7. What key does EFS use to encrypt a file?
Answer: A

8. Who can always decrypt a file once it has been encrypted using EFS? (Choose all that apply.)
Answer: A,D

9. Which of the following are good security rules? (Choose all that apply.)
Answer: A,C

10. A domain controller should be placed in a DMZ to support Internet accessible services. True or false?
Answer: False

11. What port number does the Kerberos Key Distribution Center listen on?
Answer: A

12. What port number does a secure web server run on?
Answer: C

13. When implementing a web-based application that requires Microsoft SQL Server where should the SQL server be placed?
Answer: D

14. Which of the following network security mechanisms do not require the application to be aware of the security in place? (Choose all that apply.)
Answer: A,B,D

15. Which wireless standard operates at up to 11 Mbps and uses WEP?
Answer: B

16. Which wireless protocol is used for authentication?
Answer: D

17. Which security template contains the default NTFS permissions for the file system?
Answer: B

18. Which two tools can be used to analyze and apply configure security settings using security template?
Answer: A,C

19. Which best describes the users are allowed to log on locally to a member server by default?
Answer: A

20. Which software update method is a manual process that must be initiated by a user or Administrator?
Answer: A
Case Projects
Case Project 13-1

· Servers should be stored in locked rooms or cabinets with limited access. Only designated administrators should have physical access to the servers. This will prevent unauthorized people from bypassing security with a boot disk.

· Network devices should be stored in secure locations.  Either a locked room or cabinet. This will prevent hackers from attaching a network sniffer to the network easily. In addition it will keep hackers for using physical reset mechanisms to override configured security on these devices.

· Desktop computers can be secured by physically attaching them to desks so that they are not stolen.

· All laptop users should be issued locks that can be attached to their laptop and secured to a large object such as a desk. This will make it difficult for thieves to steal them. Use of the locks should be enforced and monitored.
Case Project 13-2

To implement EFS on the laptops create a local folder on each laptop and turn on the encrypted attribute. Then all files that users place in that folder are automatically encrypted. Because the laptops are part of the domain the domain administrator will be the default recovery agent and can recover encrypted files if the user account that encrypted the files no longer exists. When files are encrypted the user of a stolen laptop will not be able to decrypt the files.
Case Project 13-3

The web server should be stored in the DMZ. The external firewall should only allow Internet users to connect to TCP port 443 on the web server. The web server should be configured to use SSL to secure data while it is in transit between the web server and web clients.

The SQL server should be stored on the internal network. The internal firewall should allow the web server to connect to TCP port 1677 on the SQL server. To further secure this IPSec could be used to encrypt the data in transit between the Web server and the SQL server. If IPSec is used then the internal firewall must allow the web server to connect to UDP port 500 on the SQL server, and allow all packets with Protocol ID 51 (ESP).

Case Project 13-4

Software Update Services can be installed on a Windows 2000 server or Windows Server 2003 server. SUS automatically downloads new hotfixes from Windows Update and give the Administrator the option to approve them before they are available to users. Automated Updates can be configured on Windows 2000, Windows XP and Windows Server 2003 to automatically download and install patches from a SUS server.
