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Chapter 11 Solutions

Activities
Activity 11-1
No specific answer is required, but students should be able to install a modem on your server.

Activity 11-2
No specific answer is required, but students should be able to configure RRAS on a server to act as a RAS.

Activity 11-3
No specific answer is required, but students should be able to configure a server with a dial-up connection.
Activity 11-4
No specific answer is required, but students should be able to enable RRAS as a VPN server.

Activity 11-5
No specific answer is required, but students should be able to reduce the number of PPTP and L2TP VPN ports to 10 each.

Activity 11-6
No specific answer is required, but students should be able to configure the DHCP relay agent on a RAS.

Activity 11-7
No specific answer is required, but students should be able to create a new user and allow him remote access permission.

Activity 11-8
No specific answer is required, but students should be able to create a client VPN connection and then test it.

Activity 11-9
No specific answer is required, but students should be able to create a new remote access policy on your server.

Activity 11-10
No specific answer is required, but students should be able to verify the process by which remote access permission is granted.

Activity 11-11
No specific answer is required, but students should be able to install IAS so that a server can act as a RADIUS server.

Activity 11-12
No specific answer is required, but students should be able to configure RRAS and IAS to centralize the management of remote access policies on a single server.

Activity 11-13
No specific answer is required, but students should be able to create a remote RADIUS server group that can be used when IAS is configured as a RADIUS proxy.

Activity 11-14
No specific answer is required, but students should be able to create a new connection request policy to configure a server as a RADIUS proxy.

Activity 11-15
No specific answer is required, but students should be able to enable modem logging.

Review Questions

1. Which of the following network resources can be used by remote access clients? (Choose all that apply.)
Answer: A,B,C,D

2. A VPN connection is often slower than a dial-up connection because of the time required to perform encryption. True or False?
Answer: False

3. How many locations must be configured in Phone and Modem Options?
Answer: B

4. What hardware is required for dial-up remote access? (Choose all that apply.)
Answer: B,C

5. Where do remote access clients obtain IP configuration options from if a RRAS server has just been enabled and no additional configuration has been performed?
Answer: D

6. How many IP addresses does a RAS lease from a DHCP server at one time?
Answer: D

7. Which remote access protocol can be used by Windows Server 2003 only when acting as a dial-up client?
Answer: D

8. Which option allows multiple phone lines to be configured into a single logical unit to speed up dial-up connections?
Answer: A

9. Which VPN protocol uses IPSec to provide data encryption?
Answer: D

10. Which VPN protocol functions easily through NAT?
Answer: A

11. Which of the following authentication methods can be used when PPTP is required to encrypt data? (Choose all that apply.)
Answer: D, E

12. Which configuration options can be used to ensure that users call from a predefined location? (Choose all that apply.)
Answer: B,C

13. Which of the following is a component of a remote access policy? (Choose all that apply.)
Answer: A,B,E

14. If you require strongest encryption in a remote access policy what level of encryption must be performed for L2TP/IPSec connections?
Answer: D

15. If the Ignore-User-Dialin-Properties attribute is set to true when a domain is in mixed mode there is no effect. True or False?
Answer: False

16. Which RADIUS component authorizes connections?
Answer: B

17. Which Windows service functions as a RADIUS server and RADIUS proxy?
Answer: C

18. In a remote RADIUS server group with two servers, which of the servers handles the incoming requests?
Answer: A

19. If a connection request policy specifies that authentication happens on the local server, IAS then acts as what type of RADIUS component?
Answer: B

20. Which utility can be used to configure connections for client computers?
Answer: A
Case Projects
Case Project 11-1

The main problem being experienced by the professors is a difficulty accessing information on the campus network when they are away from the office. Implementing remote access will fix this problem by allowing them access to network resources from home, and when away on conferences. Once implemented, any files required by a professor can be retrieved using remote access at the time it is required.  A VPN server could be configured for professors with Internet access. A dial-up server could be implemented for those without Internet access.
Case Project 11-2

The LAN protocols implemented for remote access will be the same protocols used on the LAN. TCP/IP will definitely need to be supported. Other protocols such as IPX/SPX and AppleTalk will only be required if there are some resources that can only be accessed using those protocols.

The remote access protocol that needs to be implemented on the dial-up server is PPP. Windows Server 2003 can only use SLIP when acting as a dial-up client, not a dial-up server.

The VPN protocol that will likely be used is PPTP. Since PPTP can traverse NAT easily there will be less user problems if this protocol is used. Only Windows Server 2003 and Windows XP with Service Pack 1 are capable of using L2TP/IPSec to traverse NAT. 

Case Project 11-3

It is definitely possible to integrate your remote access system with UNIX server. RADIUS is designed to allow this type of communication between different operating systems.

Overall your VPN server will be the RADIUS client. RRAS has the capability to do this by configuring it to use a RADIUS server for authentication. RRAS is not capable of making decisions about which RADIUS server will handle an authentication request. A RADIUS proxy must be implemented.

IAS will be installed and will act as both a RADIUS server and RADIUS proxy. IAS will authenticate the requests for all of campus except engineering. IAS will forward authentication request for engineering users to an engineering RADIUS server.

The UNIX server in engineering will be configured as a RADIUS server. It will handle authentication requests for all of the engineering users.

Case Project 11-4

Since an Internet connection is not available, dial-up will have to be used. A dial-up server can be configured at main campus. The server at the downtown office can be configured as a dial-up client.

Since it will not be using a dedicated phone line, the server can share a phone line with a fax machine, or a person that does not use their phone very often. To minimize the amount of time the server uses the phone line you can configure a demand-dial interface that hangs up after a short period of time if there is not traffic to send. Demand-dial filters will also need to be configured to limit the types of traffic that can trigger the demand dial connection.
