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Chapter 10 Solutions

Activities
Activity 10-1
No specific answer is required, but students should be able to assign an IPSec policy to enable encryption of data packets.

Activity 10-2
No specific answer is required, but students should be able to verify that the IPSec policy that they have enabled is working.

Activity 10-3
No specific answer is required, but students should be able to create a new IPSec policy that is more flexible than the default policies.

Activity 10-4
No specific answer is required, but students should be able to add a new IPSec filter rule that allows ICMP traffic to pass through unmodified.

Activity 10-5
No specific answer is required, but students should be able to create a new IPSec filter list for all FTP traffic.

Activity 10-6
No specific answer is required, but students should be able to create a new filter action that enforces encryption.
Activity 10-7
No specific answer is required, but students should be able to edit a FTP filter and add a rule using the customized filter list and filter action that they have created.

Activity 10-8
No specific answer is required, but students should be able to disable IPSec policies that have been applied.

Review Questions

1. Applications must be written in a specific way to take advantage of IPSec. True or False?

Answer: False

2. Which operating systems do not support IPSec? (Choose all that apply.)
Answer: A,B,C

3. Which of the following statements about IPSec is false?

Answer: C

4. IPSec between two hosts is called ______ mode.
Answer: B

5. You want implement IPSec to authenticate two computers and encrypt data. Which mode do you select?

Answer: B

6. Which of the following is not be encrypted with the default IPSec policy? (Choose all that apply.)
Answer: C,D

7. Once an IPSEC policy has been defined, it will take effect immediately. True or False.

Answer: False

8. Which of the following is not an authentication option when creating an IPSec policy?

Answer: A

9. Which of the following cryptography algorithms is used for U.S. government contracts and generates a 160-bit hash?

Answer: B

10. Which of following cryptography algorithms uses three different 56-bit keys for encryption?

Answer: D

11. In Tunnel Mode, what traffic is encrypted? 

Answer: C

12. The default IPSec policies are configured to use what authentication method?

Answer: A

13. You want to enable IPSec encryption on a Windows Server 2003 server and still allow communication with Windows 98 workstations. Which filter action(s) would you implement?

Answer: B

14. Which of the following cryptography algorithms are used for ESP data encryption? (Choose all that apply.)
Answer: C,D

15. Which troubleshooting utility allows you to simulate the application of new IPSec policies?

Answer: B

16. AH mode performs which of the following functions? (Choose all that apply.)
Answer: A,B

17. Which of the following situations can use Kerberos for authentication in IPSec? (Choose all that apply.)
Answer: B,C


18. What is the maximum number of How many IPSec policies that can be assigned to a workstation at one time?
Answer: A

19. A combination of characters entered at both endpoints of an IPSec connection is called a ____________.
Answer: C

20. By default, Oakley logs are stored in which folder?

Answer: D
Case Projects
Case Project 10-1

Because students run different operating systems and do not support IPSec encryption, the Windows Server 2003 servers should implement the Server (Request Security) policy. This will allow the servers to use IPSec for Windows 2000 or better workstations but still use unencrypted communication when connecting with pre Windows 2000 workstations. All Windows 2000 or better workstations would implement Client (Respond Only). This will allow the workstations to use IPSec when communicating with a Windows Server 2003 server.

Case Project 10-2

Transport mode using third party certificates is not a good solution. Third party certificates would be a costlier solution than implementing a shared secret and is not really required because the remote sites are part of the university, a third party certificate is not required.

A better solution is to implement IPSec in tunnel mode between the routers at the remote site and the main university campus. This will encrypt all traffic to the main campus through the Internet. 

Case Project 10-3

By default, all ICMP traffic is not encrypted because it contains no data. If the junior administrator had tried to view file transfer packets using IPSec, he would not have been able to read the packets.

IPSec can protect the university from:

· impersonation

· packet sniffing

· data replay

· data modification

· address spoofing
Case Project 10-4

Since it has been decided that only traffic for the accounting application will be encrypted, you must configure an IPSec policy with an appropriate rule for the clients and the SQL server. At the SQL server the rule will have a filter list that defines the traffic used by the accounting application. In this case it would be all traffic addressed to TCP port 1433 on the SQL server. Likely the source for the rule will be any IP address. However, if the SQL server has databases for multiple applications then the filter list may also control traffic based on source IP addresses as well. The filter action will need to be set as require security.

On the clients an IPSec policy will need to be applied, but there is no need to create a custom IPSec policy for the workstations. The Client policy that exists by default can be applied.

