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Chapter 9 Solutions

Activities
Activity 9-1
No specific answer is required, but students should be able to view the trusted root certification authorities installed by default on Windows Server 2003.

Activity 9-2
No specific answer is required, but students should be able to install Certificate Services and configure your server as an enterprise root certification authority.

Activity 9-3
No specific answer is required, but students should be able to perform a manual backup of Certificate Services.

Activity 9-4
No specific answer is required, but students should be able to perform a manual restore of Certificate Services.

Activity 9-5
No specific answer is required, but students should be able to request a user certificate using the Certificate Request Wizard.

Activity 9-6
No specific answer is required, but students should be able to revoke a certificate and publish a new CRL.

Activity 9-7
No specific answer is required, but students should be able to move a user certificate from one computer to another.

Review Questions

1. Verifying that data has not been modified is called _________.
Answer: D

2. Which of the following encryption methods uses a single key to encrypt and decrypt data?
Answer: A

3. Darrin wants to encrypt an e-mail message to Tracey. Which key does Tracey use to open the encrypted e-mail?
Answer: D

4. Erin digitally signs an e-mail message to Jennifer. Which key does Jennifer use to verify the digital signature?

Answer: A

5. Which of the following statements regarding enterprise certification authorities is false?

Answer: C

6. Users require a certificate for secure remote mail. An Enterprise CA has been installed on the server named Apollo. What web site does the user access to request a certificate?

Answer: B
7. A third-party CA is normally used in which of the following scenarios? (Choose all that apply.)
Answer: A, D

8. A list of certificates that are no longer valid is called a(n) _______.
Answer: C

9. Certificates created by a Stand Alone CA follow which format?

Answer: C

10. Which of the following components is not part of a certificate hierarchy?

Answer: D

11. Which of the following use symmetric encryption?

Answer: B

12. A certification authority is a server that issues certificates to which of the following? (Choose all that apply.)
Answer: A, B, C

13. Web browsers contain a list of certification authorities that are trusted by the application. What are these CAs called?

Answer: A

14. Certificates that have expired are added to the Certificate Revocation List. True or False?

Answer: False

15. A subordinate certificate authority can be certified by which certificate authorities? 

Answer: D

16. Hash encryption is often used for which of the following? (Choose all that apply.)
Answer: C,D

17. Certificates Services can be included in the daily backup by selecting what option in the backup application?

Answer: B

18. Which of the following certificate templates can be used for EFS, email, and client authentication?

Answer: D

19. What is the default lifetime of a Certificate Revocation List?

Answer: D

20. What format must be selected when exporting a private key?

Answer: B

Case Projects
Case Project 9-1

There are 2 parts to the case study:

· internal email 

· secure web site

Internal Mail

Internally, Arctic University should implement an Enterprise Root CA. Because an Enterprise Root CA integrates into Active Directory, the university can take advantage of features such as certificate templates and automated certification requests. As well this allows Arctic University to manage their own certificates for the internal email.

Secure Web Site

For a secure web site, Arctic University will want to implement SSL using certificates In addition the university should use a third party CA such as VeriSign for a server certificate. Because third party CAs are trusted by web browsers, users connecting to the secure web site will not receive a message  about not trusting the certificate. 

Case Project 9-2

Because the domain is NT, a Stand Alone CA must be implemented. Enterprise CAs are only available with Active Directory.

Case Project 9-3

Windows Server 2003 includes a feature called Autoenrollment which issues certificates to users automatically and without administrator intervention. Users will not have to request and install a certificate manually. Only Windows Server 2003 and Windows XP support Autoenrollment
Case Project 9-4

There are five steps involved in configuring a Windows Server 2003 network for smart card authentication:

1. Prepare the certification authority to issue smart card certificates

2. Prepare a smart card certificate enrollment station

3. Configure a smart card for user logon

4. Map the smart card certificate to a user account

5. Attach a smart card reader to the client computer

In addition, if an enterprise certification has not already been configured, then that must be configured as well.

Planning a certificate services infrastructure is very important and would likely take more than an afternoon in itself. Any mistakes made implementing can be very costly in terms of user inconvenience and administrator time. Any certification authority that is reinstalled or removed invalidates all certificates that were issued by it.
