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Chapter 8 Solutions

Activities
Activity 8-1
No specific answer is required, but students should be able to delegate authority for a subdomain to another DNS server.

Activity 8-2
No specific answer is required, but students should be able to configure a DNS server to use forwarders, but not additional recursive lookups using root servers.

Activity 8-3
No specific answer is required, but students should be able to configure traditional primary zones to limit zone transfers to approved secondary zones.

Activity 8-4
No specific answer is required, but students should be able to configure a server as a root DNS server.

Activity 8-5
No specific answer is required, but students should be able to configure a zone to remove old records automatically.

Activity 8-6
No specific answer is required, but students should be able to verify proper DNS lookups using the utility Nslookup.

Activity 8-7
No specific answer is required, but students should be able to use the DNSLint utility to confirm that the proper DNS records exist for Active Directory.
Activity 8-8
No specific answer is required, but students should be able to reset the settings on a DNS server back to installation defaults.

Review Questions

1. When the responsibility for maintaining a subdomain is given to a different DNS server this is referred to as _______________.
Answer: C

2. Which type of DNS server can be placed at remote locations to speed up name resolution, and is not authoritative for any zones?
Answer: A

3. Which types of DNS servers will not query root servers on the Internet? (Choose all that apply.)
Answer: B,C

4. Which type of DNS server modifies the process used for recursive lookups based on the domain name being resolved?
Answer: D

5. Which type of DNS server will not communicate with other DNS servers when resolving DNS queries?
Answer: B

6. What are the three options for controlling zone transfers from primary zones? (Choose three.)
Answer: A,C,D

7. When secure dynamic updates are enabled, which group should the DHCP servers be made members of?
Answer: B

8. When secure dynamic updates are enabled, who is allowed to modify DNS records created by a workstation? (Choose all that apply.)
Answer: B,C,D

9. When secure dynamic updates are enabled, who is allowed to view DNS records created by a workstation? (Choose all that apply.)
Answer: A,B,C,D,E

10. Which DNS server option automatically deletes old unused DNS records created by dynamic DNS?
Answer: C

11. Which DNS server feature allows Windows Server 2003 DNS servers to respond with UDP packets larger than 512 bytes.
Answer: B

12. The DNS server at head office was misconfigured for a short period of time, but has now been fixed. However, when your users attempt to resolve DNS named at head office they are still receiving incorrect information. What should you do to solve this problem?
Answer: E

13. A new root server has been created on the Internet for handling recursive DNS lookups. What file will you modify on your server to add the new root server?
Answer: B

14. When creating a root zone on a DNS server, what name do you give it?
Answer: D

15. Which DNS feature can be used for load balancing?
Answer: B

16. Which DNS troubleshooting utility generates and HTML report to display testing results?
Answer: C

17. Which DNS troubleshooting utility can be configured to perform tests of recursive, and iterative DNS lookups on a server at a defined interval?
Answer: D

18. If DHCP servers are required to be members of the DnsUpdateProxy group then it is a security risk to run the DHCP service on domain controllers. True or false?
Answer: True

19. Which advanced DNS server option is used to disable fast zone transfers?
Answer: B

20. Which type of logging writes detailed information about DNS queries to a log file?
Answer: A
Case Projects
Case Project 8-1

There are several acceptable options for this case. However, all of them should involve locating a DNS server at each satellite campus.

· Placing a caching-only DNS server at each satellite location will reduce WAN traffic but runs the risk of caching outdated DNS records.

· Authority for each satellite location’s subdomain could be delegated to a server in each satellite location. If this is done then stub zones, forwarders, or new root hints must be configured so that the DNS servers in each satellite location will be able to find the remaining arctic.local DNS records.

· The optimal solution is to delegate authority for each satellite location’s subdomain to a DNS server at each satellite location. Then configure that server to be a forwarding-only server using the DNS server at main campus as a forwarder. This takes advantage of caching Internet lookups.

Case Project 8-2

To support older Windows clients using dynamic DNS the DHCP server must update the DNS records. If multiple DNS servers are being used the each DHCP server should be made a member of the DnsUpdateProxy group. Then DNS records that are created by the DHCP servers will have no security. This allows other DHCP servers to update the records.

When the DnsUpdateProxy group is being used the DHCP service should not be run on domain controllers. Otherwise SRV records created by the Netlogon service are vulnerable to corruption because they will have no security.

Case Project 8-3

Because the error message from the application is so vague you must confirm that the DNS server is functional, that the proper records exist in DNS, and that the remote mail server is actually functioning.

You can use the Monitoring tab in the properties of the DNS server to confirm that the Arctic University DNS server is performing recursive lookups properly. You can also use audit logging on the Arctic University DNS server to see if any errors are generated during the lookup process to find the POP3 server.

You can use NSLOOKUP to confirm that A record for the POP3 server can be resolved properly from the Arctic University DNS server. If the Arctic University DNS server cannot resolve it then you can check the authoritative DNS server for the domain to see if it is misconfigured.

Finally, you can DNSLint to verify that the POP3 server is accepting connections properly by using the /c switch.

Case Project 8-4

If Active Directory integrated zones are used then there is no need to worry about replication security because DNS records are replicated as part of Active Directory replication. Active Directory replication is encrypted and secured automatically.

If traditional primary and secondary zones are used then by default they will be configured to only allow replication to servers listed as name servers. This will prevent random users and hackers from using zone transfers to obtain copies of the zone DNS records. It can also be configured to allow replication with a list of IP addresses if non-Windows DNS servers are used.
