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Chapter 7 Solutions

Activities
Activity 7-1
No specific answer is required, but students should be able to configure and test a hosts file.

Activity 7-2
No specific answer is required, but students should be able to install DNS on a server and confirm it is running.

Activity 7-3
No specific answer is required, but students should be able to create a primary zone to hold resource records.

Activity 7-4
No specific answer is required, but students should be able to create a local copy of DNS information using a secondary zone.

Activity 7-5
No specific answer is required, but students should be able to promote a member server to a domain controller.

Activity 7-6
No specific answer is required, but students should be able to create an Active Directory integrated zone.

Activity 7-7
No specific answer is required, but students should be able to create an Active Directory integrated zone.

Activity 7-8
No specific answer is required, but students should be able to create a stub zone to direct recursive queries.

Activity 7-9
No specific answer is required, but students should be able to verify that a computer is registering a host name using Dynamic DNS.

Review Questions

1. Which port and protocol does the DNS service use to listen for hostname resolution requests?


Answer:  C


2. Which DNS record is used to point to a mail server for a specific domain?


Answer:  A


3. Resolving an IP address to a hostname is what type of lookup?


Answer:  C


4. What is not a type of DNS zone in Windows Server 2003? Select all that apply.


Answer:  D,E


5. A stub DNS zone only stores which domain record?


Answer:  A


6. Which DNS records do client use to locate domain controllers?


Answer:  E


7. A DHCP server running under Windows Server 2003 updates DNS records for which operating systems by default? Select all that apply.


Answer:  A,B


8. Which of the following statements regarding Active Directory Integrated zones is false?


Answer:  C


9. Which of the text files can be used to resolve domain names to IP addresses?

Answer: C


10. Which version of BIND supports incremental zone updates?


Answer:  C


11. Which of the following zones stores a read-only copy of another zone?


Answer:  D


12. What type of  zone resolves host names to IP addresses?


Answer:  A


13. Which of the following servers can participate in Active Directory Integrated zones? (Choose all that apply.)


Answer:  A


14. A backup network administrator accidentally deleted all the service records in DNS. What is the quickest method to recover the information?


Answer:  D


15. Which of the following DNS records defines the Primary zone?


Answer:  D


16. The process of updating information from the primary zone to a secondary zone is called?


Answer:  B


17. Your company has a remote site containing 5 workstations connected by a very slow link. Users are complaining of slow DNS lookups. What type of DNS server can you configure in the remote site to speed up DNS resolution without creating more WAN traffic?


Answer:  D


18. Which command can be used to manually force a supported client’s dynamic DNS information?


Answer:  B


19.
Which of the following are characteristics of using separate unique namespace for internal DNS records? (Choose all that apply.)
Answer: B,D

20.
Which of the following are mechanisms that can be used to update records in DNS automatically? (Choose all that apply.)
Answer: A,C,D
Case Projects
Case Project 7-1

The University has 2 options for DNS:

1. Integrate UNIX BIND servers

2. Upgrade UNIX BIND servers to Windows Server 2003

Option 1: Integrate UNIX BIND Servers

Advantages:

· BIND version 8.1.2 does support Windows Server 2003

· No additional software costs are required

· Can use existing BIND configurations

· No downtime is required

Disadvantages:

· BIND version 8.1.2 does not support incremental zone transfers

· BIND does not support Active Directory Integrated zones

Option 2: Upgrade UNIX BIND servers to Windows Server 2003

Advantages:

· Windows Server 2003 DNS supports incremental zone transfers

· Supports Active Directory Integrated zones

· Standardize on a single operating system for DNS

· DNS can be configured for secure updates

· DNS can be configured to perform WINS resolution

Disadvantages:

· Additional software is required

· Downtime is required during the upgrade

· Hardware might not support Windows Server 2003

Case Project 7-2

What are the implications of implementing Active Directory Integrated zones?

· The Active Directory Integrated zones must be configured as Primary zones

· UNIX and NT based DNS servers can only function as secondary DNS servers

· This can cause increased WAN traffic

How can all DNS servers be integrated without upgrading the servers to Windows Server 2003?

· Implement standard Primary and Secondary zones

· Configure Windows Server 2003 as Secondary DNS servers to the UNIX and Windows NT servers or Configure Active Directory Integrated Primary zones on the Windows Server 2003 DNS servers and configure secondary DNS servers on  UNIX and Windows NT DNS servers.

Case Project 7-3

Using the existing external namespace

· Benefit

· Less confusing for users

· Drawback

· Awkward to synchronize records from external DNS to internal DNS

Use a delegated subdomain of the external namespace

· Benefit

· Less confusing for users

· No need to synchronize external records with the internal DNS

· Drawback

· Must delegate subdomain

Use a separate unique namespace

· Benefit

· No need to synchronize external records with the internal DNS

· No need to delegate authority for a subdomain

· Drawback

· May be more confusing for users

· May need to register a second domain name

Students may pick any of these strategies, but must be able to justify why.
Case Project 7-4

It is very likely that with a large number of Windows 98 and Windows NT computers that Arctic University already has WINS in place. WINS is required for resolving NetBIOS names in a routed network.

Windows 98 and Windows NT computers using WINS register their names during the boot process. Consequently it is up to date with current IP address information. If DNS is configured to use a WINS server to resolve query requests that it contains no A record for then this closely simulates the functionality of dynamic DNS.
