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Chapter 4 Solutions

Activities
Activity 4-1

Convert the numbers in the following chart from decimal to binary.

	Decimal
	Binary

	43
	00101011

	19
	00010011

	255
	11111111

	240
	11110000

	192
	11000000


Convert the numbers in the following chart from binary to decimal.

	Binary
	Decimal

	00110011
	51

	11001010
	202

	11111100
	252

	00000011
	3

	01010101
	85


Activity 4-2
	
	Decimal
	Binary

	IP Address
	130.179.16.67
	10000010.10110011.00010000.01000011

	Subnet Mask
	255.255.255.0
	11111111.11111111.11111111.00000000

	Network ID
	130.179.16.0
	10000010.10110011.00010000.00000000


	
	Decimal
	Binary

	IP Address
	192.168.32.183
	11000000.10101000.00100000.10110111

	Subnet Mask
	255.255.255.240
	11111111.11111111.11111111.11110000

	Network ID
	192.168.32.176
	11000000.10101000.00100000.10110000


	
	Decimal
	Binary

	IP Address
	10.155.244.2
	00001010.10011011.11110100.00000010

	Subnet Mask
	255.224.0.0
	11111111.11100000.00000000.00000000

	Network ID
	10.128.0.0
	00001010.10000000.00000000.00000000


Activity 4-3
	
	Decimal
	Binary

	Original Network
	172.20.0.0
	10101100.00010100.00000000.00000000

	Original Subnet Mask
	255.255.0.0
	11111111.11111111.00000000.00000000

	Subnet Mask
	255.255.240.0
	11111111.11111111.11110000.00000000

	Subnet 1
	172.20.16.0
	10101100.00010100.00010000.00000000

	Subnet 2
	172.20.32.0
	10101100.00010100.00100000.00000000

	Subnet 3
	172.20.48.0
	10101100.00010100.00110000.00000000

	Subnet 4
	172.20.64.0
	10101100.00010100.01000000.00000000

	Subnet 5
	172.20.80.0
	10101100.00010100.01010000.00000000

	Subnet 6
	172.20.96.0
	10101100.00010100.01100000.00000000

	Subnet 7
	172.20.112.0
	10101100.00010100.01110000.00000000

	Subnet 8
	172.20.128.0
	10101100.00010100.10000000.00000000

	Subnet 9
	172.20.144.0
	10101100.00010100.10010000.00000000

	Subnet 10
	172.20.160.0
	10101100.00010100.10100000.00000000


Activity 4-4
	
	Decimal
	Binary

	Subnet Mask
	255.255.240.0
	11111111.11111111.11110000.00000000

	Subnet 1
	172.20.16.0
	10101100.00010100.00010000.00000000

	First Host on Subnet 1
	172.20.16.1
	10101100.00010100.00010000.00000001

	Last Host on Subnet 1
	172.20.31.254
	10101100.00010100.00011111.11111110

	Broadcast on Subnet 1
	172.20.31.255
	10101100.00010100.00011111.11111111

	Subnet 2
	172.20.32.0
	10101100.00010100.00100000.00000000

	First Host on Subnet 2
	172.20.32.1
	10101100.00010100.00100000.00000001

	Last Host on Subnet 2
	172.20.47.254
	10101100.00010100.00101111.11111110

	Broadcast on Subnet 2
	172.20.47.255
	10101100.00010100.00101111.11111111

	Subnet 3
	172.20.48.0
	10101100.00010100.00110000.00000000

	First Host on Subnet 3
	172.20.48.1
	10101100.00010100.00110000.00000001

	Last Host on Subnet 3
	172.20.63.254
	10101100.00010100.00111111.11111110

	Broadcast on Subnet 3
	172.20.63.255
	10101100.00010100.00111111.11111111


Activity 4-5
No specific answer is required, but students should be able to configure Windows Server 2003 as a router.
Activity 4-6
No specific answer is required, but students should be able to configure a server as an RIP router.

Activity 4-7
No specific answer is required, but students should be able to create a demand-dial VPN connection.

Activity 4-8
No specific answer is required, but students should be able to configure demand-dial filters to control the activation of demand-dial connections.

Activity 4-9
No specific answer is required, but students should be able to install NAT and confirm it is functioning using a Web page on your instructor’s computer.

Activity 4-10
No specific answer is required, but students should be able to install and configure ICF on your server.

Review Questions

1. Which of the following is not a reason to subnet a network?
Answer: C

2. Your computer has an IP address of 172.18.56.17 with a subnet mask of 255.255.248.0. Which of the following IP addresses are on your local subnet? (Choose all that apply.)
Answer: B,F

3. What is the maximum number of workstations the subnet mask 255.255.240.0 can support on the local subnet?
Answer: D

4. You have been assigned the network address 172.32.0.0 to use on your LAN. You need to divide the network into seven subnets. What subnet mask do you use?
Answer: D

5. You need to connect to a computer on your local subnet. Your computer’s IP address is 172.28.17.5, and the other computer’s IP address is 172.28.30.252. Which subnet mask can you use? (Choose all that apply.)
Answer: D

6. You are using the network ID 10.0.0.0. You need to divide the network into smaller subnets that can support 6,000 workstations on each subnet. Which of the following subnets supports 6,000 workstations? (Choose all that apply.)
Answer: A,B,C

7. How many bits are required to supernet seven Class C addresses?
Answer: C

8. Which type of routing allows routers to automatically build their routing tables?
Answer: D

9. What number of hops is considered unreachable for RIP routing?
Answer: B

10. Why would you enable Auto static update mode for RIP?
Answer: A

11. Which types of connections can demand-dial be used to activate? (Choose all that apply.)
Answer: A,B,D

12. Which criteria can be used to limit how demand-dial connections are activated? (Choose all that apply.)
Answer: A,C

13. After an outgoing packet has been translated by a NAT router and sent to the Internet, what is the source IP address?
Answer: C

14. When an incoming packet is received by the NAT router, what part of the packet determines where it is sent?
Answer: C

15. Services hosted by servers behind a NAT router can never be accessed by hosts on the Internet. True or False?
Answer: False

16. Which service can combine two physical segments using different media types into a single logical network?
Answer: C

17. Which service forces the internal interface of the router to use the IP address 192.168.0.1?
Answer: C

18. Which routing protocol announces its entire routing table every 30 seconds?
Answer: A

19. Which two additional services can be configured as part of NAT?
Answer: A,C

20. When using classless routing, the formula used to calculate the number of bits required for subnetting is 2n because the subnets of all 0s and all 1s are allowed. True or False?
Answer: True

Case Projects
Case Project 4-1

Answers will vary widely for this case but each should include a minimum of 6 subnets and each subnet should allow for at least 1000 hosts. The range of addresses chosen should be internal addresses rather than Internet accessible addresses. Internet accessible addresses would be far too expensive for this number of workstations.

A simple solution would be to use the 10.0.0.0 network with a subnet mask of 255.255.0.0. This would allow up to 65,534 hosts per subnet and allow for 256 subnets.

Case Project 4-2

It is not possible to supernet just these two network addresses since they are not consecutive. Four networks must be supernetted using the subnet mask 255.255.252.0.

	
	
	

	Network 1
	192.168.21.0
	11000000.10101000.00010101.00000000

	Network 2
	192.168.23.0
	11000000.10101000.00010111.00000000

	New Network
	192.168.20.0
	11000000.10101000.00010100.00000000

	Subnet Mask
	255.255.252.0
	11111111.11111111.11111100.00000000

	First Host
	192.168.20.1
	11000000.10101000.00010100.00000001

	Last Host
	192.168.23.254
	11000000.10101000.00010111.11111111

	Broadcast
	192.168.23.255
	11000000.10101000.00010111.11111111


Case Project 4-3

Valid points to consider in the report:

· Hardware routers are required for very complex environments

· Small offices and remote offices generally have simple requirements for routing

· Using Windows as a router is cheaper.

· Routing is provided only for TCP/IP and Appletalk in Windows .NET Server 2003.

· Windows includes other protocols such as ICS, demand-dial, NAT, and ICF.

· Answers as to where the protocols can be used will vary.

Case Project 4-4

NAT functions by modifying the IP headers in packets. Without extra configuration NAT only allows connections to be created by clients on the internal network as the mapping between the internal IP address and the external port number is created dynamically as required.

Static mappings can be configured in the NAT table that allow requests from hosts on the Internet to create a connections to servers behind the NAT router. This is often done to provide access to web servers and e-mail servers that are behind NAT routers.

To create a static mapping you must create a service that forwards packets addressed to a certain TCP/UDP port on the external interface of the router to a internal server.

